PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD [nstruction 5400.16, "DoD Privacy Impact Assassment {PIA) Guidance”. Complete this form for Department of Defense
{DoD} information systems or electronic coltections of information (referred to as an "electronic collection” for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (P(1) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities intemationatly. In the case where no Pl is collacted, the PIA will serve as a conclusive determinalion that privacy requirements da nol apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Business Enterprise Architecture (BEA) Tools

2. DOD COMPONENT NAME:
Defense Information Systems Agency

3. PIA_ APPROVAL DATE:
02/06/20

SECTION 1: Pl DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pll Is: (Check one. Nole: foreign nationals are included in general public.)

|:] From mambers of the general public |Z] From Federal employees and/or Federal contractors

D Ere%r:r:?::: rr::;rg::;s of the general public and Fedaral employess and/or D Not Collected (if checked proceed fo Section 4)

b. The Pl! Is in a: {Check one)

[[] New DoD Information System [} New Efactronic Collaction
[[] Existing DoD information System [[] Existing Etectranic Collection
E Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or slectronic collection and describe the types of personal information about Individuals
collected in the system.

Business Enterprise Architecture Tools 1s the application that provides the Dold Components a web hosted portal to conduct Compliance
reviews required for certification of budgets Tor defense business systems. Users provide their DoD cert (DoD ID number, name, cmail),

d. Why is the Pll collected and/or what is the intandod use of the PII? {e.g.. vorification, idantification, suthonticalion, data malching, mission-rolated use,
adminisirative usa)

Assigning access, verification for access, authentication, and data name matching with other Dol data sources,

0. Do individuals have the opporiunity to object to the collection of thair PII? ] yes [X] No
(1) If "Yes,” describe the methad by which individuals can objec! lo tha collsction of Pl

{2) 1f "No.” alate the reason why individuals cannol object to the collection of Pl

|'chu|rul tor Dobd Information Network authentication credentials and system access, They will be denied aecess 1o the application.

f. Do individuats have the opportunity to consont to tho spocific uses of thalr PII? [:] Yeos [E No
(1)1 "Yas,” dascribe tha melhod by which Individuals can giva or withhold their consent

(2} If "No,” slate Iha reason why individuals cannol give or wilhhold thalr consent

The use of the PIVis required Tor the purposes stated i d, Tor which consent is not relfevant. Kequired Tor Dol Tnformation Network
authentication credentials and system access.,

9. Whan an individual Is asked to provide Pll, a Privacy Act Statement (PAB) and/or a Privacy Advisory must be provided. (Chock as appropriato and
provido the aclual wording )

[X] Prdivacy Act Statemont [] Privacy Advisory [T]  Not Applicabte
DD Torm TT72-2, Application Tor TdentiTication CardMTERS - TAT

h. With whom will the Pil bo shared through dala exchange, both within your DoD Component and oulside your Component? {Chock ail that apply)
[X] Wilhin tho DoD Componont

Spocify | System account manugervthose with system admin rights
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[] oOther DoD Components Specify. |JSP and DMDC - sys admins anly as needed for verification

[] Other Federal Agencies Specify. I ]

[J state and Local Agencies Specify. I —l
Contractor {Name of contractor and describe the Janguag? in

B0 e 5 e sy o s e Svea. | System adminsator t ngisen,

Privacy Act, and FAR 39.105 are inciuded in the coniracl.)

[J oOther {e.g., commercial praviders, colleges). Specify. I

i, Source of the Pll collected Is: (Check all thal apply and list all informalion systems If applicabla}

[x] individuals O oDatabases

[:l Existing DoD Information Systems D Commercial Systems

[ Other Federal Information Systems

The employee name and DoD ID number are collecled from the certificate when the individual goes to the web site

|, How will the information be collacted? (Chock all that apply and list alf Official Form Numbors if applicabla)

O &-mai [0 official Form (Enter Form Number(s) in the box below}
[] Face-to-Faca Contact [C] Paper

O Fax [ Telephona Interview

[] Information Sharing - System lo System [¥] Website/E-Farm

[T] Other (i Other, enter the information in the box below)

=]

‘he employee name and DoD [D number are collected from the certificate when the individual goes 1o the web site

k. Does this DoD Information systom or electronic collection require a Privacy Act System of Records Notice {SORN)?

A Privacy Act SORN is required if the information syslem or electronic collection comtains informalion about U.S cilizens or lawlul permanent U S residants thal
is relrlaved by name or other unigue idenlifier. PIA and Privacy Act SORN information must be consistent.

[x] Yes [ N

I “Yes.” anter SORN System Identifier  [IC890.14 Do) ]

SORN Ideniifier, not the Federal Regisler {FR) Cilation Consult the DoD Component Privacy Office for additional information or hitp./idpcld defense gov/
Privacy/SORNs/

or

Il 8 SORN has not yel been publishead in Ihe Federa! Register, enter dale of submiaslon lor approval to Delense Privacy, Civll Libartias, and Transparency
Division {DPCLTD) Consaull the DoD Component Privacy Office for this date |1L|

If "No." explain why the SORN is not raquired in accordance with DoD Regulation §400 11-R Deparimeni of Defensa Privacy Program.

I. What ls tho National Archivos and Raecords Administration (NARA) approved, pending or goneral racords schedule {GRS) disposition authority for
the systam or for tho rocords maintalned in the systom?

{1) NARA Job Numbar or General Rocords Schodule Authority | GRS .00 Security Record

{2) 1f pending, providoe Ihe date the SF-115 was submillad lo NARA | ]

{3} Retontion instructions

Dol 1) Number miud User Name i retamed Tor the user's period of Dol Information Network authentication credentimling.
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m. What is the authority to collect information? A Fadaral law or Executive Order must authorize the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

{1) Ifthis system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.

{2) If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate Pl
{If multiple authorities are cited, provide all that apply).
{a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the colleclion of PII.

{b) It direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operalion or administralion of a program, the exacution of which will require the colleclion and maintenance of a system of records.

{c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authorily (“internal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statule wilhin the DaD Component must be ideniified.

Internal Housekeeping via:
DoDI 5200.46 - "DoD Investigative and Adjudicative Guidance for Issuing the Common Access Card (CAC)"
DoDI1 8520.03 - "ldentity Authentication for Information Systems"”

n. Does this DoD Information system or electronic collection have an active and approved Office of Management and Budgat {OMB) Control
Number?

Contact the Componant Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval lo
collect data from 10 or more members of the public in a 12-month period regardless of form or lormat.

] ves [X] Noe []] Pending

(1} "Yes," list alf applicable OMB Control Numbers, collection tiltes, and expiration dates

(2) Il “No.” explain why OMB approval is not required in accordanca with DoD Manual 8910.01, Volume 2, * DoD Information Collsclions Manual:
Procadures for DoD Public Information Colleclions.”

(3) If "Pending,” provide the data for the 60 and/or 30 day notice and the Federal Regislar citation.

OMDB approval s not required in accordance with Section B.b.TT of Enclosure 3 ol Dol} Manual 89T0.0T - Volume 2
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