UNCLASSIFIED

Software Defined Networking Everything

Evolving to the DoD Information Core

David J. Stern
Electronics Engineer, SDN Technical Lead
22 April 2016

UNCLASSIFIED UNITED IN SERVICE TO OUR NATION



D]SA\ Presentation Disclaimer

"The information provided in this briefing is for general information
purposes only. It does not constitute a commitment on behalf of the United
States Government to provide any of the capabilities, systems or equipment
presented and in no way obligates the United States Government to enter into
any future agreements with regard to the same. The information presented
may not be disseminated without the express consent of the United States
Government. This brief may also contain references to Unite States
Government future plans and projected system capabilities. Mention of these
plans or capabilities in no way guarantees that the U.S. Government will
follow these plans or that any of the associated system capabilities will be
available or releasable to foreign governments."

UNCLASSIFIED UNITED IN SERVICETO OUR NATION 2



D]SA_\ Software Defined Everything (SDx)

« SDx as implemented means different things to different organizations.

Current focus areas are:

Service Automation Open Standards/Systems
o0 Automated provisioning(by design) Availability
o Improved end-to-end management and service Security
delivery
o0 Reduction in requirement for direct equipment access
o Dynamic Bandwidth reallocation and scheduling by personnel and management systems
0 Lesstime connected in the “box”/ VM o Control plane separation from data plane

Programmability

Lower Total Cost of Ownership
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D]SA\ DoD Information Core

TODAY: DoD Information Network (DoDIN) GOAL: DoD Information Core (DoDIC)

The globally interconnected, end-to-end set of The globally orchestrated, end-to-end set of
information capabilities for collecting, information capabilities for collecting,
processing, storing, disseminating, and managing processing, storing, disseminating, and managing
information on demand to warfighters, policy information on demand to warfighters, policy
makers, and support personnel. makers, and support personnel.
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

Automated Provisioning Capability
A Key Enabler for Software Defined Everything

UNITED IN SERVICE TO OUR NATION



D]SA\ Automated Provisioning Capability Botto

FASTER

LOWERS
COSTS

EXPANDS
SERVICES
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Automated Provisioning (AP) provides the ability to drastically
reduce provisioning times through customer based service
provisioning.

Automation results in a significant reduction in Tier I, Il
technicians and provisioning personnel which reduces
O&M/DWCF requirements.

Automated Provisioning enables vendor neutral centralized
control services in:
Legacy and Non-Standard Infrastructure
— Mission Partner Environment (MPE)
— Wide Area Networks
— Campus Area Networks
— Local Area Networks

UNITED IN SERVICETO OUR NATION 6



D]SA\ Keys Points for the Automated Provisioni

Customer order through DDOE/Storefront

— Demonstrated with automation: 2 minutes!! i
— Capabilities are provisioned ON DEMAND i
DWCF Labor Hours per action reduced s

Provisioning goal (hardware available): 7 days
Actual installation time: 30+ days

5x Reduction of Tier I, Il & provisioning labor hours for T
start, change, or disconnect

| - ¢« | Automation = What/Where Knowledge
- By — J6/Planners/Operators get current capabilities
g « Actionable for real time execution
— DISA service managers get real time capabilities
» Actionable to pre-deploy more capacity
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DoD Information Core Capability

Software Defined Everything Implementation
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D]SA\ DoD Information Core Bottom Line -

ENCRYPT
HARDEN

ENHANCE C2

PRESERVE:

L1: 100G DWDM
L2: IPT-PE (MPLS)
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DoDIN is the configuration of interconnected Networks.

DoDIC is C2 of the entire Information Core (Networks,
Compute, Storage, and Security).

Eliminates circuit mentality. Focus shifts to services.
Implement with new Backbone Autonomous System

Focus on Carrier Ethernet Services
Focus on hardening an active control plane
Focus on Customer based On Demand Provisioning

Focus on Service Level Agreement and mission partner flow
visibility down to the service level (i.e. user experience level)

Prove reliability of DoDIC’s ability to support legacy TDM
transmission over Ethernet
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D]SA\ SDx Big Picture
CORE PROBLEM SDN SOLVES OPEX/HARDWARE CAPEX DEV OPEX/SOFTWARE

AGILITY ¥ NetOps H DevOps 4

EFFECTS OPERATIONAL IMPROVEMENTS

NOW IN THE REALM OF POSSIBLE

4 AVAILABILITY CAPABILITY DEVELOPMENT
'DEPLOYMENT COMPLEXITY EVERY DEVICE IS A SENSOR (ED'AS)
\\ » End to End (E2E) Visibility of EVERY device
‘.‘M SLA RELIABILITY ; | ;\utematsi K SDx » On Demand Tap at EVERY device
e = l. | rz;;zlt?:m ¥ (new/refres
: \ | Ny » // CONTINUITY OF GOVERNMENT (COG)

» COG Simulation/ Rehearsal
» Dept./Agency Level Coop

EFFECTS FISCAL BUDGETARY REDUCTIONS

¥ NETWORK CONSOLIDATION Eon" GOVERNMENT CIRCUIT PROVISIONING
‘rLABOR REDUCTION »On Demand Last Mile

GLOBAL C2/VISIBILITY OF ALL SDx CONTROLLERS (THROUGH CLASSIFICATION) »0On Demand Cloud Services
EFFECTS SERVICE IMPROVEMENTS — » MPE -> Other Departments

AUTOMATED PROVISIONING
GEO-DISTRIBUTED CDC
DYNAMIC MPE CAPABILITY
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

Demonstrations
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NEW GLOBAL SDx BASED
AUTONOMOUS SYSTEM (AS)




D]SA_\ IPT-PE(MPLS) MIGRATION INTO S

AS X (CURRENT BACKBONE AS) ASY HA Controller

l s
P
|

OpenFlow
Switch

OF/SDN

PE router
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

ON DEMAND CLOUD / LAST MILE
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Demo laptop
at convention
center to
view/control
API Client and
devices for
“prove it”

E
Secure a
Tunnel
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Multiplexed UNI-N
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DISA Lab
Router/Switch

&
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— === | DISA API Client

On Demand Cloud

Service
Provider
Network

rprise
lications (API
rolled)

Enterprise API
Security
Gateways

Layer 2 & Layer 3

connectivity

Server /
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

HAYWIRE
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