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	DISA POWER, ENVIRONMENTAL, AND

GROUNDING, BONDING AND SHIELDING 

PERFORMANCE EVALUATION CHECKLIST

	
AREAS
	YES
	NO
	N/A

	I.  ELECTRICAL POWER

A.  Administration
1.  For the past 12 months, has the station been free of any instances of power disturbances (blackouts, sag, surges, impulses, distortion, or noises)?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.4.
	
	
	

	2.  Have equipment exercise tests been recorded in the Master Station Log?

    Ref: DISAC 350‑195‑2, Para 7.2., TM5-689, para 9-3, TM5-692, para2.2, chap 19 – 23. 
	
	
	

	3.  Have monthly power exercise tests been conducted using facility

operational load (minimum 1 hour operation) and documentation available?

    Ref: DISAC 350‑195‑2, Para 7.2.1., TM5-692, para 19.2
	
	
	

	4.  Have quarterly power exercises been conducted using the automatic start function (minimum 1 hour) and documentation available?

    Ref: DISAC 350‑195‑2, Para 7.2.2., TM5-693, para 4.4
	
	
	

	5.  Has a power exercise schedule been developed and disseminated?

    Ref: DISAC 350‑195‑2, Para 8., TM5-689, para 9.8 and 9.9
	
	
	

	6.  If the exercise is not performed regularly, has an exemption been granted?

    Ref: DISAC 350‑195‑2, Para 9. 
	
	
	

	7.  Are all major equipment components accurately reflected in the facility/link database?

    Ref: DISAC 300-85-1, Chap 1, Para 7., TM5-691, para 2.2, TM5-692 chap 3.
	
	
	


	
AREAS
	YES
	NO
	N/A

	B. Primary Power

1.  Using the appropriate calibrated test equipment, perform and record the following measurements at the main electrical distribution panel.

Voltage:

A( to Neutral ________ VAC          A( to B(      ________ VAC

B( to Neutral ________ VAC          A( to C(       ________ VAC

C( to Neutral ________ VAC          B( to C(      ________ VAC

Ground to Neutral ________ VAC

Current:

A(                ________ AAC          Neutral           ________ AAC

B(                ________ AAC          Ground          ________ AAC

C(                ________ AAC          Frequency:     ________ Hz

Total Harmonic Distortion

Voltage:                                           Current:

A( to Neutral ________ %                          A(      ________ %

B( to Neutral ________ %                          B(      ________ %

C( to Neutral ________ %                          C(       ________ %


	
	
	

	2.  Are all phase to neutral voltage measurements within +/- 2% of each other?

    Ref: MIL-HDBK-411B, Volume I, Section 4.3
	
	
	

	3.  Are all phase to phase voltage measurements within +/- 2% of each other?

    Ref: MIL-HDBK-411B, Volume I, Section 4.3
	
	
	

	4.  Are all the phase current measurements within +/- 10% of each other?

    Ref: MIL-HDBK-411B, Volume I, Section 4.3
	
	
	

	5.  Is the ground conductor free of AC current?

    Ref: MIL-STD-188-124B, Para 5.1.1.2.5.1
	
	
	

	6.  The respective current, frequency and voltage measurements of the main electrical power distribution panel meters varies less than +/- 3% from the readings recorded in step B.1 ?

Ref: AF-TO-33-K-100-1-1, TM 5-685/NAVFAC MO-912.
	
	
	


	
AREAS
	YES
	NO
	N/A

	7.  The total voltage harmonic distortion of any of the three phases is less than 5 percent?

Ref: IEEE 519 and TM 5-684/NAVFAC MO-200/AFJMAN 32-1082 para 16-12.
	
	
	

	8.  The total current harmonic distortion of any of the three phases is less than 20 percent?

Ref: IEEE 519 and TM 5-684/NAVFAC MO-200/AFJMAN 32-1082 para 16-12.
	
	
	

	9.  Is the neutral to ground voltage less than 2VAC?

    Ref: NEC 250-51
	
	
	

	10.  Is AC voltage within tolerance?

           120 VAC nominal: 114 to 126 VAC

           208 VAC nominal: 197 to 218 VAC

Ref: ANSI C84.1-1989
	
	
	

	C.  Auxiliary Power Exercises

1. Using the appropriate calibrated test equipment, perform and record the following measurements at the main electrical distribution panel while running on emergency generators. 

Voltage:

A( to Neutral ________ VAC          A( to B(      ________ VAC

B( to Neutral ________ VAC          A( to C(       ________ VAC

C( to Neutral ________ VAC          B( to C(      ________ VAC 

Ground to Neutral ________ VAC

Current:

A(                ________ AAC          Neutral          ________ AAC

B(                ________ AAC          Ground          ________ AAC

C(                ________ AAC          Frequency:     ________ Hz


	
	
	

	2.  Does the site power transfer switch (manual or automatic) work properly?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.8.1.
	
	
	


	
AREAS
	YES
	NO
	N/A

	3.  Are auxiliary power systems dust‑free?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.9.4.
	
	
	

	4.  Are emergency generator's output: 

    a.  frequency regulation stable and within tolerance?

    Ref: MIL‑HDBK‑411B, Vol II, Para 5.4.4.8.    
	
	
	

	b.  Voltage regulation within +/‑ 2 percent for generators over 20KW and +/-5 percent for generators less than 20KW?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.9.7. & Table A-1

Note: ((No Load - Full Load Voltage)/Full Load Voltage)X100
	
	
	

	5. Can the generator maintain the station load (minimum 1 hr)?

    Ref: DISAC 350-195-2, Para 7.2.1., TM5-692, para 19.2
	
	
	

	D.  Distribution Wiring
1. Are the as‑built drawings of the facility's distribution wiring system readily available and up to date?

    Ref:  TM 5-684/NAVFAC MO-200/AFJMAN 32-1082, Para 1.6 and

 TM 5-683/NAVFAC MO-116/AFJAN 32-1083, Para 1.5

Note:  This includes a single line power (system) diagram that details the electrical distribution from the input to the facility to the feeder power panels.  This document should be readily available to all operation and maintenance personnel. 
	
	
	

	2.  Are all panel-boards, load centers, and distribution panels maintained in good condition?

    Ref: MIL‑HDBK‑411B, Vol II, Para 5.7.4.3.
	
	
	

	3.  Are all AC outlets properly installed?

    Ref:   NEC Article 200-11. 

Note: No open or reversed ground/neutral/hot conductors
	
	
	

	4.  Are the front of all equipment racks conspicuously labeled with

the power panel and circuit breaker providing power to that rack?

    Ref: National Electrical Safety Code, C2-1997, Rule 107.
	
	
	

	5.  Are all circuits correctly identified in the panel board listing?

    Ref: MIL‑HDBK‑411B, Vol II, Para 5.7.4.3.
	
	
	


	
AREAS
	YES
	NO
	N/A

	E.  Batteries/Rectifiers

1. Inspection of wet cell batteries.  The following is the minimum requirement for inspection of batteries when there is no overriding O&M guidance. Inspections should be made under normal conditions and performed on a regularly scheduled basis.  All should be made under normal float conditions.  Specific gravity readings are not meaningful during charge or following the addition of water.  Readings should be taken in accordance with the manufacture's instructions.

a. Monthly.  Provide recorded checks of the following data:

(1) Check the float voltage measured at the battery terminal.

(2) Observe general appearance and cleanliness of the battery, the battery rack, and battery area.

(3) Check the battery charger output current and voltage.

(4) Check electrolyte levels.

(5) Check for cracks in cells or leakage of electrolyte.

(6) Check for evidence of corrosion at terminals, connectors, or racks.

(7) Check the ambient temperature and condition of ventilation equipment.

(8) Check the pilot cell voltage, specific gravity of flooded lead-acid pilot cells and terminal temperature of valve-regulated (Gel) cells.

b. Quarterly.  In addition to the monthly items, provide recorded checks of the following data:

(1) Check all cells voltages, specific gravity of all flooded lead-acid cells.

(2) Check the total battery terminal voltage.

(3) Check 10 percent of the inter-cell connection resistances chosen at random.

 (4) Clean and provide corrosion protection of cells, terminals, racks, and add water, as necessary to adjust electrolyte levels.

(5) Provide an equalizing charge if cells are unbalanced.


	
	
	


	
AREAS
	YES
	NO
	N/A

	E.  Batteries/Rectifiers

(6) Analyze records and report any recommendations.

c.  Annually.  In addition to the quarterly items, provide recorded checks of the following data.

(1) Provide a detailed visual inspection of each cell.

(2) Check all bolt connections.  Retorque to the manufacturer's specification if required.

(3) Check intercell inter-tier, and battery terminal connection resistances.

(4) Check integrity of the battery racks.

d.  Special inspections.  A special inspection should be made whenever a battery experiences an abnormal condition (such as a severe discharge or overcharge) to ensure that the battery has not been damaged.  This inspection should include all of the quarterly tests.

    Ref: TM 5-684/NAVFAC MO-200/AFJMAN 32-1082, Para 14-18
	
	
	

	2. Inspection of VRLA (gel cell) batteries.  The following is the minimum requirement for inspection of batteries when there is no overriding O&M guidance. Inspections should be made under normal conditions and performed on a regularly scheduled basis.  All should be made under normal float conditions.  Specific gravity readings are not meaningful during charge or following the addition of water.  Readings should be taken in accordance with the manufacture's instructions.

a. Weekly.  Provide recorded checks of the following data:

(1) Measure the ambient temperature of the battery room and verify that it is between 21(C (70(F) and 27(C (80(F).

(2) Check the float voltage measured at the battery terminal.

b. Monthly.  In addition to the weekly items, provide recorded checks of the following data:


	
	
	


	
AREAS
	YES
	NO
	N/A

	(1)  Observe general appearance and cleanliness of the battery, the battery rack, and battery area.

(2)  Check the battery charger output current and voltage.

(3) Check for evidence of heating and terminal damage.

(4) Check for cracks or holes in cells or leakage of electrolyte.

(5) Check the AC ripple voltage.

(6) Check the pilot cell voltage and terminal temperature of the pilot cell(s).

c.  Quarterly.  In addition to the monthly items, provide recorded checks of the following data:

(1) Check the terminal temperature of each cell in the bank.

(2) Check 25 percent of the inter-cell connection resistances chosen at random.

(2) Check the internal impendence of all battery cells. 



d.  Semiannually.  In addition to the quarterly items, provide recorded checks of the following data.

(1) Check the DC float charging voltage of all cells within the battery bank.

(2) Verification of performing a load capacity test.

e.  Annually.  In addition to the Semiannually items, provide recorded checks of the following data.



(1) Check intercell inter-tier, and battery terminal connection resistances.



(2) Check integrity of the battery racks.


d.  Special inspections.  A special inspection should be made every whenever a battery experiences an abnormal condition (such as a severe discharge or overcharge) to ensure that the battery has not been damaged.  This inspection should include all of the quarterly tests.

    Ref: TM 5-684/NAVFAC MO-200/AFJMAN 32-1082, Para 14-18


	
	
	


	
AREAS
	YES
	NO
	N/A

	3.  Are site personnel proficient in maintaining station power systems (i.e. batteries, rectifiers, etc.)?

    Ref: Technical Order/Manual specifications
	
	
	

	4. Can the battery bank maintain the station load (1 hr manned/1- 4 hrs 

partial manned/ 4 hrs unmanned)?

    Ref: TM5-693, para 4.4
	
	
	

	5. Is the float‑charge for the batteries between 49.0 - 53.5 VDC?

     Ref: MIL‑HDBK‑411B, Vol II, Para 5.8.2.3.c.
	
	
	

	6. Do the DC rectifiers keep the batteries properly charged?


    Ref: MIL‑HDBK‑411B, Vol I, Para 4.11.1.
	
	
	

	7. Is the DC power source AC ripple and wideband noise measured from DC to 20 MHz less than 300mVp-p or less if required by equipment or battery manufactures manual.

Ref: FM 11-487-4/TO 31-10-24 para B-9 or Manufactures Manual.

Note:  Measure charger buses, battery terminals, and load bus with test ground lead connected to the positive/ground site of the DC UPS
	
	
	

	7.  The terminal temperature of the battery cells check do not exceed the room ambient temperature by more then 8(C (15(F).  Measure the terminal temperature of at least 20 percent of the cells in the battery bank.
	
	
	

	9. Measure the internal impedance of at least 20 percent of the cells in the battery bank.  Compare the measure internal impedances with the recorded battery cell impedance at installation or the manufactures specified internal impedance.  

All measured impedances are within 10% of the value of the measured impedances at installation or within the manufacture specification?  
	
	
	

	F.  Battery Room

1.  Is there an exhaust fan installed and in good working order in the battery?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.11.2.2.4.
	
	
	

	2.  Are all electrical devices such as fans, heating and cooling units, lights, switches, and convenience outlets spark-proof?

    Ref: MIL‑HDBK‑411B, Vol II, Para 5.8.3.1.5.
	
	
	


	
AREAS
	YES
	NO
	N/A

	3.  Are all sources of radiant heat in the room shielded ?

     Ref: MIL‑HDBK‑411B, Vol II, Para 5.8.3.1.8.
	
	
	

	4.  Is the following protective equipment available to personnel who perform battery maintenance work ?:

a.  Goggles and face shields.

b.  Acid-resistant gloves.

c.  Protective aprons.

d.  Portable or stationary water facilities shall be located within 25 feet (7.62 m) of the battery area for rinsing eyes and skin in case of contact with the electrolyte. Sealed water rinse or neutralizing packs may be substituted for the quick drenching or flushing. 

Ref: National Electric Safety Code, Section 14 and OSHA 1926.441
	
	
	

	5.  Are there safety signs inside and outside of the battery room or in the vicinity of a battery area prohibiting smoking, sparks, or flame?

    Ref: National Electric Safety Code, Section 14
	
	
	

	6.  Are battery racks free of corrosion?

    Ref: MIL‑HDBK‑411B,  Vol II, Para 5.8.3.1.2.
	
	
	

	7.  Are the floors of battery areas of an acid-resistive material, or painted with acid-resistive paint, or otherwise protected?

    Ref: National Electrical Safety Code, Article 144
	
	
	

	8.  Is neutralizer available in the battery room? Does each spill barrier contain a sufficient quantity of spill absorption and neutralization mats to cover the area inside the barrier?

    Ref: MIL‑HDBK‑411B, Vol I, Para 4.11.2.2 and: IEEE 1187-1996
	
	
	

	9.  Does the battery room floor slope to a central drain or have an electrolyte catch basin or is each battery rack equipped with a liquid-tight barrier resistant to electrolyte? 

   Ref: MIL‑HDBK‑411B, Vol II, Para 5.8.3.1.1. and  IEEE 1187-1996
	
	
	


	
AREAS
	YES
	NO
	N/A

	II.  ENVIRONMENTAL CONTROL SYSTEMS
1.  Is the communications room temperature within 20-22 degrees C  

(68‑72 degrees F)?

    Ref: MIL‑HDBK‑411B, Vol I, TABLE IX
	
	
	

	2.  Are all areas free of adverse conditions which may inhibit the

effectiveness of the filtration system?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.5.2.1.
	
	
	

	3.  Are all areas being supplied filtered air?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.5.2.1.
	
	
	

	4.  Are new/clean filters replaced when they become unservicable?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.5.2.1.
	
	
	

	5.  Does the visual and audible (ZETTLER) alarm system activate when out‑of‑tolerance operating conditions occur?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.6.7.
	
	
	

	6.  Are personnel able to read, understand, and properly respond to alarms on TRAMCON?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.6.7.
	
	
	

	7.  Is the facility free of hot spots that could be caused by poor air circulation?

    Ref: MIL‑HDBK‑411B, Vol III, Para 5.14.2.1.


	
	
	


	
AREAS
	YES
	NO
	N/A

	III. GROUNDING, BONDING, AND SHIELDING (GBS)

General.  Note: Following Paragraphs will be evaluated by reviewing as-built drawings, station grounding records, visual and electrical inspections.
	
	
	

	A.  Earth Electrode Subsystem

1.  Does the station have available up-to-date MIL-STD compliant     As-is-built drawings of the earth electrode subsystem?

     Ref: DISAC 310-70-57, Suppl 5,  Chapter 7
	
	
	

	2.  Does the earth electrode system shown in the facility’s engineering drawing comply with MIL-STD-188-124B.

    Ref: MIL-STD-188-124B, Section 5.1.1.1
	
	
	

	3.  Is the resistance to earth measured every 21 months after the initial 

12 month period of installation using the FALL-OF-POTENTIAL 

METHOD?

    Ref: (MIL-STD-188-124B, Para 5.1.1.1.7, MIL-HDBK-419A, 

Vol I, Chap 2, Para 2.7)

Note:  Ensure a diagram of the test procedure is included in test data.
	
	
	

	4.  Is the resistance of the earth electrode subsystem to ground using the FALL-OF-POTENTIAL METHOD less than 10 ohms?  

    Ref: MIL-STD 188-124B, Para 5.1.1.1.3.1.
	
	
	

	5.  Does the wideband noise with respect to earth ground measure less 

than 100 mV p-p, with periodic noise burst not exceeding 0.5 V p-p, and occasional bursts up to 1.0 V p-p or greater?

    Ref: FM 11-487-4/TO 31-10-24 Para B-10
Note: Connect both shield and center conductor of coaxial cable to ground outside the facility.  Use the other end center conductor as a ground reference for Oscilloscope.  Measure equipment cases and other grounded metal objects thorough out the facility.  See reference for more specifics.
	
	
	

	6.  Does the subsystem consist of rods uniformly spaced around the 

facility, and placed 0.6m (2 feet) to 1.8m (6 feet) outside the drip line 

of the facility?  

    Ref: (MIL-STD-188-124B, Para 5.1.1.1.3)
	
	
	


	
AREAS
	YES
	NO
	N/A

	7.  Are the grounding rods copper clad steel, a minimum of 3m (10 feet)

in length and not less then 1.9cm (3/4 in.) in diameter.  The thickness 

of the copper jacket shall not be less then 0.3mm (0.012 in.)?

     Ref: MIL-STD-188-124B, Para 5.1.1.1.4
	
	
	

	8.  Are the subsystem rods interconnected with No. 1/0 AWG, or 

larger, bare copper cable buried at least 0.45m (1.5 feet) below 

ground level?  

    Ref: MIL-STD-188-124B, Para 5.1.1.1.3
	
	
	

	9.  Are interconnecting cables brazed or welded to each ground rod?  

    Ref: MIL-STD-188-124B, Para 5.1.1.1.3
	
	
	

	10.  Does the earth electrode subsystem provide a complete loop which 

fully encloses the facility?

    Ref: MIL-STD-188-124B, Para 5.1.1.1.3

	
	
	

	11.  Is the resistance to earth of all equipment/structures/fences/gates that are required to be bonded to ground less than 0.5 ohms.

    Ref: TM 5-684/NAVFAC MO-200/AFJMAN 32-1082 para 10-7
	
	
	

	12. If other structures (i.e., Tower, etc.) are located within 6m (20 feet) of main facility, does one earth electrode subsystem encompass all structures?

    Ref: MIL-STD-188-124B, Para 5.1.1.3.8.1
	
	
	

	13. If other structures are located greater than 6m (20 feet), are they 

provided with a separate earth electrode subsystem?  

    Ref: MIL-STD-188-124B, Para 5.1.1.3.8.1
	
	
	

	14. If there is more than one earth electrode subsystem, are they interconnected with two bare No.1/0 AWG copper cables that use independent routes?

    Ref: MIL-STD-188-124B, Para 5.1.1.3.8.1
	
	
	

	15.  Does the tower have an earth electrode subsystem and connected to the earth electrode subsystem of the building?       

    Ref: MIL-STD 188-124B, Para 5.1.1.3.8.1. 
	
	
	


	
AREAS
	YES
	NO
	N/A

	B.  Lightning Protection Subsystem

1.  Is the facility protected against lightning?

     Ref: MIL-STD 188-124B, Para 5.1.1.3.2
	
	
	

	2.  Are large structures with flat or gently slopping roofs have lightning protection as described in MIL-HDBK-419A, Volume II, Section 1.3?

    Ref: MIL-STD-188-124A, Para. 5.1.3.8.3
	
	
	

	3.  Are all antennas inside a 1:1 cone of protection?

    Ref: MIL-HDBK-419B, Volume I, Section 3.5.2
	
	
	

	4. Are all down conductors, fasteners, and mounting hardware secure and corrosion free? 

    Ref: MIL-HDBK-419A, Vol II, Para 1.3.2.3.b.
	
	
	

	5.  All down conductors of the lightning protection subsystem have bends with a radius less than 20 cm (8 inches) or bends not less than 90(?

    Ref: MIL-STD-188-124A, Para. 5.1.1.3.3
	
	
	

	6.  Are all metal objects within 1.8 meters (6 ft) of the lightning down conductor bonded or grounded to the facility ground? 

    Ref: MIL-STD 188-124B, Para 5.1.1.3.3.
	
	
	

	7.  Are all bonds between elements of the lightning protection subsystem welded, brazed, or secured by UL-approved clamps? 

    Ref: MIL-STD 188-124B, Para 5.1.1.3.4.
	
	
	

	8. a.  Are two tower legs independently grounded to the earth electrode subsystem? 

b.  Are the down conductors from the tower bonded to the tower at the base?

c.  Are two bare 1/0 AWG copper cables, using different routes, used to bond the tower earth electrode subsystem to the earth electrode subsystem of the building and structure that have signal, control and power line interface with the tower and are separated by less than 60 meters (200 ft).

Ref: MIL-STD 188-124B, Para 5.1.1.3.8.1.
	
	
	


	
AREAS
	YES
	NO
	N/A

	9.  All lightning down conductors continuous and welded or brazed to the electrode subsystem.

    Ref: MIL-STD 188-124B, Para 5.1.1.1.5
	
	
	

	10. Are all waveguides and the outer shields of rigid and semi-rigid coaxial cables grounded near the antenna, at the vertical to horizontal transition, and at the transmission line entry port? 

    Ref: MIL-STD 188-124B, Para 5.1.1.3.8.5.a
	
	
	

	11.  Are the shields of all coaxial cables entering the building are bonded to the facility’s entrance plate and in turn to the earth electrode subsystem IAW the guidelines presented in MIL-HDBK-419A, Volume II, Paragraph 1.3.3.4.

    Ref: MIL-STD-124B, Para. 5.1.1.3.8.6  
	
	
	

	12.   Are handrails, ladders, stairways, antenna pedestals and objects subject to human contact grounded?

    Ref: MIL-STD-188-124A, Para. 5.1.1.3.9
	
	
	

	13.  Are exposed and underground power lines, not otherwise protected, provided with UL approved lightning arrestors, also known as transient voltage surge suppressors (TVSS), at the point of entrance into the facility? 

     Ref: Mil-Std-188-124B, Para. 5.1.1.3.12
	
	
	

	14. Are arrestors properly installed?

     Ref: National Electrical Code, Article 280  and MIL-HDBK-419A, Vol II, Para 1.3.3.5.12
	
	
	

	15.  Are all unused wires/pairs of communications cables grounded at each end?

     Ref: MIL-HDBK-419A, Vol II, Para 1.3.3.5.27
	
	
	

	16. Are all security or perimeter fence grounded IAW MIL-HDBK-419A, Volume II, Section 1.12.
    Ref: MIL-STD-188-124B, Para. 5.1.1.3.13
	
	
	


	
AREAS
	YES
	NO
	N/A

	C.  Fault Protection Subsystem
1.  Is there a separate grounding conductor (green wire) for the power system and is it installed with phase and neutral conductors?

    Ref: MIL-STD 188-124B Para 5.1.1.2.1.
	
	
	

	2. Are all major non-current carrying metal objects grounded, to include metal support structures, cable trays and wireways? 

    Ref: MIL-STD 188-124B, Para 5.1.1.2.1. 
	
	
	

	3.  Are all main metallic structural members electrically continuous and grounded?

    Ref: MIL-STD 188-124B, Para 5.1.1.2.2.
	
	
	

	4.  Are all metallic piping, tubing and supports electrically continuous and grounded?

    Ref:  MIL-STD 188-124B, Para 5.1.1.2.3.
	
	
	

	5. Are all electrical supporting structures electrically continuous and grounded?

    Ref: MIL-STD-188-124A, Section 5.1.1.2.4
	
	
	

	6.a.  Are all neutral conductors grounded only at one point?  (At the facility first service disconnect point or to the earth electrode system point nearest to the facility common distribution transformer)

  b. Is the facility fault protection subsystem and signal reference network free of AC neutral return current?

Note:  Generally less than 1.0 Amp is acceptable, depending on the situation.

    Ref: MIL-STD 188-124B, Para 5.1.1.2.5.
	
	
	

	7.   Are all generators and generator frames grounded? 

    Ref: MIL-STD 188-124B, Para 5.1.1.2.5.2
	
	
	

	8.  Are the ground terminals of all AC outlets connected to the

facility ground system through the grounding (GREEN) conductor?

    Ref: MIL-STD 188-124B, Para 5.1.1.2.5.3.
	
	
	


	
AREAS
	YES
	NO
	N/A

	 D. Bonding
1.  Do bonds show any sign of corrosion?

    Ref: MIL-STD-188-124B, Para. 5.2.3.1
	
	
	

	2.  Do all bonds appear to be tight?

    Ref: MIL-STD-188-124B, Para. 5.2.3.3 & 5.2.6.5
	
	
	

	3.  Do bonding clamps conform to AN 735 and AN742?  C-clamps or spring type clamps are not permitted.

    Ref: MIL-STD-188-124B, Para. 5.2.6.6
	
	
	

	4.  Are bonded areas visually clean?

    Ref: MIL-STD-188-124B, Para. 5.2.8
	
	
	

	5.  Bonds exposed to moisture or bonds located in areas not reasonably accessible for maintenance are painted with a moisture proof paint or sealed with a silicone or petroleum-based sealant?

    Ref: MIL-STD-188-124B, Para. 5.2.3.1
	
	
	

	6.  Is each subassembly and chassis bonded to the rack, frame, or cabinet IAW the reference?

    Ref: MIL-STD-188-124B, Para. 5.2.10
	
	
	

	7.  a.  Are all cabinets individually grounded by a single, unbroken ground conductor attached to the ground rail of each cabinet and terminated at the facility ground?

 b.  Are adjacent cabinets and racks bonded to each other?

    Ref: MIL-STD-188-124B, Para. 5.2.10.2

    MIL-HDBK-419A, Volume II, Section 3.2.3
	
	
	

	 8.  Are cable connectors adequately mounted to their panel so that bonding between the mating jack and plug is accomplished completely around the periphery of the flange of the connectors?

    Ref:  MIL-STD-188-124B, Para. 5.2.11
	
	
	

	9.  a.  Are shields of coaxial cables fastened IAW the reference?

b.  Are shield pigtails less than 2.5 cm (1 inch) long?

    Ref: MIL-STD-188-124B, Para. 5.2.12.
	
	
	


	
AREAS
	YES
	NO
	N/A

	10.  Do any bonds have a resistance across the bond in excess of 1 milliohm?  Measure the bond resistances IAW MIL-HDBK, Volume II, Section 2.2.2.3.1 of five to ten bonds that visually appear tight, well made, and corrosion free.  Also measure the bond resistances of at least ten bonds that exhibit visual defects such as corrosion and loose connections.

Ref: MIL-STD-188-124B, Para. 5.2.4
	
	
	

	E.  Signal Ground Subsystem 

1.  The shields of cables utilized for low frequency such as telephone, audio and digital traffic with data rates less 38.4 KBPS are connected the earth electrode subsystem at one point only?

Ref: MIL-STD-188-124B, Para 5.1.1.4.3
	
	
	

	2.  The shields of cables utilized for high frequency such as RF and digital traffic with data rates greater than 38.4 KBPS are terminated to a ground at both ends

Ref: MIL-STD-188-124B, Para 5.1.2.1.1
	
	
	

	F.  Shielding

1. In the routing and layout of wire, are power lines and signal lines kept separate? 

Ref: MIL-STD 188-124B, Para 5.3.2.5.
	
	
	

	2.  Are signal lines shielded by using shielded cable, conductive conduit or conductive duct?

Ref: MIL-STD-188-124B, Para. 5.3.1

MIL-HDBK-411B, Volume I, Para. 4.19.1.1
	
	
	

	3.  Are all signal lines separated from power circuits by a minimum of 15 cm (6 inch)? 

Ref: MIL-HDBK-411B, Vol I, Para 4.19.1.2.
	
	
	

	4.  Is it possible to receive FM radio or television inside the shielded enclosure without the use of an antenna that is external to the enclosure? (Shielded Facilities Only)

Ref:  MIL-STD-188-124B, Para 5.3.1.
	
	
	


	
AREAS
	YES
	NO
	N/A

	5.  All metallic power, control and signal lines are fed into a shielded enclosure through filters, feed-thru capacitors or optic isolators.

Ref:  MIL-STD-188-124B, Para 5.3.2.3
	
	
	

	6.  Are conductive gaskets and finger stock used on doors and covers used on shielded enclosures clean and in good repair.

    Ref: MIL-STD-188-124B, Para 5.3.1
	
	
	

	G.  Electro Static Discharge (ESD) Workstation

1.  Are all personnel who handle ESD items provided initial and recurrent training in ESD awareness?

    Ref:  MIL-HDBK-263B, Para 30.1
	
	
	

	2.  Personnel handling Electro-Static Discharge Sensitive (ESDS) items are wearing a skin-contact wrist, leg or ankle ground strap which is grounded through a resistive ground cable?

    Ref: MIL-HDBK-263B, Para 40.1.1
	
	
	

	3.  The ESD workspace has approved ESD protective floor matting?

    Ref: MIL-HDBK-263B, Para  40.1.3
	
	
	

	4.  Work bench surfaces which contact ESDS items and personnel have approved ESD protective work surfaces or mats and are grounded through a resistive ground cable?

     Ref: MIL-HDBK-263B, Para 40.1.4 
	
	
	

	5.  All electrical power equipment, which comes in contact with ESDS items, are properly grounded?

    Ref: MIL-HDBK-263B, Para 40.1.8
	
	
	

	6.  ESD protective solder sucker is in use?

    Ref: MIL-HDBK-263B, Para 40.1.8
	
	
	

	7.  Approved ESD vacuum cleaner is in us for cleaning electronic equipment that contains ESDS items?

    Ref: MIL-HDBK-263B, Para 40.1.10
	
	
	


	
AREAS
	YES
	NO
	N/A

	8.  All Cathode Ray Tube (CRT) display terminals located in or near ESD workspaces incorporate measures to reduce electrostatic potentials on faceplates or are modified to eliminate electrostatic potentials generated by the CRT at the face of the display terminals?

    Ref: MIL-HDBK-263B, Para 40.3
	
	
	

	9.  a. The resistance between the HOT tip of the ESD workstation soldering iron to the workstation ground is less than 5 ohms? 

b. The voltage difference between the HOT tip of the soldering iron and the work station ground is less than 2 millivolts RMS

    Ref: MIL-HDBK-263B, Para 40.1.
	
	
	

	H. RED/BLACK Installation
NOTE

The Certified TEMPEST Technical Authority (CTTA) ahs responsibility for conducting or validating TEMPEST reviews and recommending TEMPEST countermeasures, including RED/BLACK installation measures.   There should be no commitment of funds without CTTA concurrence.  Failure to consult the CTTA could result in installation of unnecessary and/or expensive countermeasures or the omission of needed countermeasures.

      Ref: NSTISSM TEMPEST/2-95
	
	
	

	1.  What is the documented TEMPEST Level and Zone in accordance with the facility’s TEMPEST certification? 
	
	
	

	2.a.  A separation of 50 centimeters is maintained between all RED processors and:

(1) Black equipment, including all administrative support equipment.

(2) BLACK wire lines that exit the inspectable space or are connected to a RF transmitter.

(3) BLACK power lines.

(4) Fortuitous conductors that exit the inspectable space.

    Ref NSTISSM TEMPEST/2-95, Para. 3.3,Recommendations A, D, G,. Para. 1
	
	
	


	
AREAS
	YES
	NO
	N/A

	 2.b.  A separation of 1 meter is maintained between all RED processors and:

(1) BLACK equipment, including all administrative support equipment.

(2) BLACK wire lines that exit the inspectable space or are connected to a RF transmitter.

(3) BLACK power lines.

(4) Fortuitous conductors that exit the inspectable space.

    Ref NSTISSM TEMPEST/2-95, Para. 3.3,  Recommendations B, C, E, F, H, I. Para. 1
	
	
	

	3.  A separation is maintained between all RED lines and:

(1)  BLACK wire lines that exit the inspectable space connected to a RF transmitter of at least 5 centimeters.

(2)  BLACK power lines of at least 5 centimeters.

(3)  A separation of at least 15 centimeters is maintained between RED and BLACK lines that are parallel to each other for a length equal or greater to 30 meters.

Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations A, B, C, D, E, G, H, I. Para. 2
	
	
	

	4. RED and BLACK lines do not use a common distribution vehicle.

Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations A, B, C, D, E, G, H, I. Para. 2
	
	
	

	5.a   RED and BLACK  optical fibers are not mixed in within the same multi-fiber cable

b. RED optical fiber cables do not exit the inspectable space

Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations A, B, C, D, E, G, H, I. Para. 2
	
	
	

	6.a.  RED processors use either optical or shielded wire cables. 

b. RED wire cable are shielded and insulated overall. 

Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations A, B, C, D, E, G, H, I. Para. 3
	
	
	

	7.    Power lines of a facility drawing less then 100kVA are contained within the facility’s inspectable space.

 Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations B, C, E, H, I. Para. 4
	
	
	


	
AREAS
	YES
	NO
	N/A

	8.  RED processors are not powered from the same circuit as RF transmitters or BLACK equipment with signal lines that exit the inspectable space.  Except when either the RED equipment or the RF transmitter and BLACK equipment with signal lines that exit the inspectable space are equipped with power line filters that met the criteria of MIL-STD-220.

 Ref NSTISSM TEMPEST/2-95, Para. 3.3, Recommendations B, C, E, H, I. Para. 5
	
	
	

	9.  All RED processors are separated from RF transmitters by a minimum of 3 meters.

Ref NSTISSM TEMPEST/2-95, Para.3.3, Recommendations B, C, E, H, I. Para. 5
	
	
	

	11.  Metallic signal cables use for RED communication and BLACK communication in the same are shielded.  That the cables overall shields are compose of 85 to 90 percent tinned braid coverage, and the shielding effectiveness of the cables meet the requirements of MIL-C-23437.  List the manufacture, the part number and the terminating equipment of an overall sampling the facility’s RED metallic signal cables.   

Ref NSTISSM TEMPEST/2-95, Para. 4.4.1.1
	
	
	

	12. The outer overall shield of a metallic signal cable has a 360( termination with the housings of its shielded connectors. The housing of the respective shielded connector has a 360( termination with the chassis ground of the terminating equipment.

Ref NSTISSM TEMPEST/2-95, Para. 4.4.1.2   
	
	
	

	13. All pigtail ground terminations of RED signal cable are less then 2.5 cm in length and are bonded to a low impedance RF ground.

Ref NSTISSM TEMPEST/2-95, Para. 4.4.1.2
	
	
	

	14. RED and BLACK fiber optic cable are not contained in the same multi-fiber cable.

Ref NSTISSM TEMPEST/2-95, Para. 4.4.2.2
	
	
	

	15.  All optical fiber cables are clearly marked, labeled or tagged as RED or BLACK according to purpose to maintain complete accountability.  All unused optical fiber cables should be marked as such.

Ref NSTISSM TEMPEST/2-95, Para. 4.4.2.2
	
	
	

	16.  No RED fiber optic cables are traversing BLACK areas with the exception of the RED fiber installed in an approved PDS system.

Ref NSTISSM TEMPEST/2-95, Para. 4.4.2.3
	
	
	


	
AREAS
	YES
	NO
	N/A

	17. The facility’s signaling distribution system for the routing of BLACK and RED cable meets the following criteria:

a. Provides an orderly scheme for routing signal cables among and between equipment by using good engineering and installation practices, in accordance with the applicable RED/BLACK installation and TEMPEST standards, and guidelines.

b. Provides accountability for all signal cables with sound administrative and operational accounting; therefore current interconnect drawings, system diagrams, and wire/cable running lists.  

c. Prevent RED cables from becoming intermix or inadvertently coupled to any BLACK cables by selection of cables, wireways, interconnect facilities, and isolation techniques.

Ref NSTISSM TEMPEST/2-95, Para. 4.5
	
	
	

	18.  RED and BLACK metallic signal cables are using separate wireways with physical separations as recommended in Section 3 of NSTISSM TEMPEST/2-95.

 Ref NSTISSM TEMPEST/2-95, Para. 4.5.1
	
	
	

	19.  The facility has separate RED and BLACK patch panels with a separation of at least of one meter between them.  RED patch panels are at least one meter from all BLACK cabinets and racks.   Respectable, BLACK patch panels are at least one meter from all RED cabinets and racks.  The jack fields of the RED and BLACK patch panels use incompatible connectors to prevent any RED to BLACK patching.

Ref NSTISSM TEMPEST/2-95, Para. 4.5.2
	
	
	

	20.  The facility’s distribution equipment and frames have separate RED and BLACK connector blocks to prevent the improper connection of RED and BLACK lines.  The separation of the connection components and associate signal line distribution is in accordance with Section 3 of NSTISSM TEMPEST/2-95 

Ref NSTISSM TEMPEST/2-95, Para. 4.5.3
	
	
	


	
AREAS
	YES
	NO
	N/A

	21.  The facility has the following three power distribution systems that are electrical and physical isolated from each other:

· Non-technical/Utility power, for supporting service including lighting, heating, ventilating, air conditioning, etc..

· RED power for non-TEMPEST approved equipment processing National Security Information (NSI).

· BLACK power for equipment processing non-NSI.

 Ref NSTISSM TEMPEST/2-95, Para. 4.7.1
	
	
	

	22.   The facility’s main distribution transformer is located within the inspectable space and draws an average load in excess of 100KVA.  Refer to Check B.1. of this check list for the facility’s average load.

Ref NSTISSM TEMPEST/2-95, Para. 4.7.2
	
	
	

	23.  The RED power distribution system is electrical isolate from the BLACK power distribution system by power line filters that meet the test requirements of MIL-STD-220.  

 Ref NSTISSM TEMPEST/2-95, Para. 4.7.2.1
	
	
	

	24.  The facility has grounding scheme consisting of an earth electrode subsystem, lightning protection subsystem, fault protection subsystem and signal reference subsystem that is in full compliance with the requirements of MIL-STD-188-124 and the guidelines of MIL-HDBK-419.

Ref NSTISSM TEMPEST/2-95, Para. 4.8
	
	
	

	25.  The Facility’s equipotential ground plane/grid, and the grounding of equipment and equipment racks to this grid are in full compliance with the guidelines of MIL-HDBK-419.

 Ref NSTISSM TEMPEST/2-95, Para. 4.8.1
	
	
	

	26. Commercial telephones are not located in potential RED electromagnetic environments without additional protection approved by the CTTA

Ref NSTISSM TEMPEST/2-95, Para. 4.9.1
	
	
	

	27. Paging, intercom and public address systems are totally contained within the inspectable space.

Ref NSTISSM TEMPEST/2-95, Para. 4.9.2
	
	
	

	28. The facility’s alarm system’s cable distribution is shielded, uses isolation filtering and complies with the separation guidelines of Section 3 of the reference.

 Ref NSTISSM TEMPEST/2-95, Para. 4.9.3
	
	
	


	
AREAS
	YES
	NO
	N/A

	29.   No radio transmission devices are located in any classified processing area.  This includes: radio transmitters, combat net radios, microwave systems, satellite communication systems, cellular telephones, cordless telephones, wireless local area networks, etc. 

Ref NSTISSM TEMPEST/2-95, Para. 4.9.5
	
	
	

	30.  The transmission line of a television system installed in secure area is routed through amplifier/attenuator system at the area’s entry point.

 Ref NSTISSM TEMPEST/2-95, Para. 4.9.6
	
	
	

	31.  Secure voice terminal equipment is not located within the view of uncleared personnel.

Ref NSTISSM TEMPEST/2-95, Para. 5.4.1
	
	
	

	32.  All Sensitive Compartmented Information (SCI) are contained totally within the SCI area, unless installed in a Protective Distribution System (PDS) approved by the CTTA.

Ref NSTISSM TEMPEST/2-95, Para. 6.2
	
	
	

	33.  Separate termination boxes, distribution frames, and patch panels are used for SCI and non-SCI circuits.   Additionally, separate termination boxes, distribution frames, and patch panels are used for unencrypted SCI and encrypted SCI circuits.  The formations are located in a SCI area and the SCI area is labeled “Sensitive Compartment Information (SCI)”.   

Ref NSTISSM TEMPEST/2-95, Para. 6.2, 6.3, 6.4 & 6.5
	
	
	

	I.  Electromagnetic Pulse (EMP) Protection. 

1. All conductive gaskets around the edge of the entryway shielded enclosure doors and jams are undamaged and in place.

    Ref:  MIL-STD-188-124B, Para 5.3.2.2,  MIL-STD-188-125, Para 5.1.4.2.1 - 5.1.4.2.2
	
	
	

	2. All shielded enclosure door gaskets are clean and free of corrosion.

    Ref:  MIL-STD-188-124B, Para 5.3.2.1 - 5.3.2.2,  MIL-STD-188-125, Para 5.1.4.3
	
	
	

	3. Entryway shield enclosure doors have interlocks and alarms to ensure that at least one of the doors remain close.

    Ref  MIL-STD-188-125, Para 5.1.4.2.4
	
	
	


	
AREAS
	YES
	NO
	N/A

	4.  In accordance with shielded effectiveness test procedures outlined in MIL-STD-188-125A and MIL-HDBK-423 demonstrate that the     

shielded effectiveness of a selective shielded enclosure door is greater than 70 dB at a frequency above 900 MHz. If test equipment is not available describe how a shielded effectiveness test is performed.'

Ref  MIL-STD-188-125, Para 5.1.3.1, 5.1.4.2.3
	
	
	

	5. All metallic conductors, i.e. power, control, signal and RF lines enter the HEMP harden facility shielded enclosure via Electrical Surge Assemblies (ESAs) or ESA/EMI filter assemblies.

Ref  MIL-STD-188-125, Sections 5.1.7 & 5.1.8
	
	
	

	6. All fiber optic cable enter the shielded enclosure via waveguide pipettes that are less than 10 cm (4 inches) in diameter and 5 times longer than their diameter.

Ref  MIL-STD-188-125, Para 5.1.7.6.1.1 – 5.1.7.6.1.2
	
	
	

	7. No dielectric hose or pipe is penetrating the electromagnetic barrier of the shielded enclosure.  All metallic pipes penetrating the electromagnetic barrier of the shielded enclosure are less than 4 inches in diameter, except where special protective volumes were established.

     Ref  MIL-STD-188-125, Para 5.1.5.2.1 – 5.1.5.2.2, Section 5.1.8
	
	
	

	8.a.  Records of the periodic shielding effectiveness measurements are 

on file in the HEMP harden facility.

b. The shielded effectiveness measurements were performed IAW the appendices of MIL-STD-188-125.

c. Where applicable the personnel of the HEMP Harden Facility are able to demonstrate that the shielded enclosure’s built-in shielding effectiveness 0monitor is fully functional IAW MIL-HDBK-423. 

Ref  MIL-STD-188-125, Para 5.1.11, Section 5.1.3 
	
	
	


	
AREAS
	YES
	NO
	N/A

	9.a.  No corrosion was sighted between the shielded enclosure and mating surfaces of selected components mounted onto its walls, i.e. ESAs, EMI filters, major grounding points.

b. The bonding resistance between the mating surface of selected components mounted to the shielded enclosure walls is less than 0.001 ohm.

Ref MIL-STD-188-124B, Para 5.2.4.,. MIL-STD-188-125, Para 5.1.7.6.1.1 – 5.1.7.6.1.2 
	
	
	

	10.  Hardness critical items and hardness critical processes are identified in the facility drawings.

Ref  MIL-STD-188-125, Para 5.1.13
	
	
	

	11.  The HEMP Protection Subsystem Technical Manual is readily available in the HEMP harden facility and as a minimum contain the following information:

a. HEMP protection subsystem description and principal of operation;

b. Principal of operation of the HEMP protection subsystem;

c. Inspection procedure and hardness surveillance test procedures;

d. Maintenance procedures, to include repair and replacement procedures;

e. Supply support requirements;

f. Training requirements. 

Ref  MIL-STD-188-125, Para 5.1.15.5
	
	
	

	12.a.  All site personnel are receiving HEMP awareness training.

b. All site maintenance personnel are receiving classroom and on-the-job training in Hardness Maintenance and Hardness Surveillance  (HM/HS).

Ref  MIL-STD-188-125, Para 5.1.15.4
	
	
	


