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SECTION 3
AUXILIARY SERVICES

3.1 INTRODUCTION

This section addresses required functionality, performance, capabilities, and associated technical
parameters for Auxiliary Services and Systems.

3.2 DIRECTORY SERVICES (“WHITE PAGES”)

AUX-000010 [Required: CVVolIP Directory Service] The Classified Voice and Video over
Internet Protocol (CVVoIP) shall have a directory service capability for searching white pages
that allows subscribers to look up specific and applicable user information assigned to other
CVVolIP subscribers. This is considered a requirement and is included for consideration by the
CVVolIP Session Controller/Softswitch (SC/SS) product development teams.

AUX-000020 [Required: CVVoIP Directory Service] For security reasons, the CVVoIP
directory system shall be a separate implementation from the sensitive but unclassified (SBU)
Voice and Video over Internet Protocol (VVoIP) directory system.

AUX-000030 [Required: CVVolIP Directory Service] A centralized, multivendor supported,
standards-based directory schema shall be implemented.

Figure 3.2-1, Centralized Directory (White Pages) Service, illustrates the white pages directory
arrangement.
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Flgure 3.2-1. Centralized Directory (White Pages) Service

3.2.1 General Requirements for Centralized Directory (White Pages)
Service

The general requirements that follow have been defined for the centralized directory (white
pages) service.

3.2.1.1 Use of External and Centralized “Corporate” Directory

AUX-000040 [Required: CVVolIP Directory Service] Location and Architecture Design. The
global Directories Services architecture shall be consolidated and external to all other attached
subscriber “telephony systems.” The architecture shall be distributed in design to support
redundancy and survivability as illustrated in Figure 3.2-1. All telephony user information shall
reside within the centralized Directory Services database.

AUX-000050 [Required: CVVoIP Directory Service] Maintenance, Administrative, and
Management Responsibility. The overall responsibility to maintain the global Directory
Services’ user database structure shall reside with the Defense Information Systems Agency
(DISA), with management of individual organizational units being delegated to each individual

3-2
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SC/SS telephony system administrator. This decentralized administrative responsibility within
the overall schema will ensure a constant and updated database of user information.

AUX-000060 [Required: CVVoIP Directory Service] Synchronization with the Local (SC/SS)
and Defense RED Switch Network (DRSN) Directories. The local CVVolP SC/SS user database
for each organizational unit shall be automatically synchronized within the larger Directory
Services server architecture as soon as the SC/SS administrator provisions the user information
within the system. Individual SC/SS administrators shall be responsible for provisioning user
information at the same time the provisioning of phone devices is accomplished. This ensures a
constantly maintained, real-time database repository of user information for the white pages
search and lookup functionality.

The DRSN directory information shall be the responsibility of DISA and shall be statically
updated as DRSN systems are modified and user information is updated from the field. At a
minimum, this is expected to be accomplished at least once a year.

AUX-000070 [Required: CVVolIP Directory Service] Redundancy, Survivability, and
Recovery. Redundancy and survivability, as well as disaster recovery, are designed into the
Directory Service architecture. DISA shall be responsible for the design, maintenance, and
backup of the system.

3.2.1.2 Definition of Multivendor Standards Items

AUX-000080 [Required: CVVolIP Directory Service] Defined Attributes (Common Set of
Fields). The CVVoIP Directory Service shall support the following Defined Attributes, per
Figure 3.2-2, Directory Service Attribute Information.
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Attribute Name Attribute Description Optional/ p/w/ [P/W/ Comments — Layman’s terminology
Not Applicable BOTH] BOTH]
givenName First Name M BOTH First Name
sn Last Name (Surname) M BOTH BOTH LastName
displayName Display-Name (first + last) or NA Automated — combined display field of First Name and Last Name
custom
initials Initials (] Initials
middleName Other-Name 0 Middle Name or Initial
generationQualifier Generation-Qualifier 0 Suffix
employeelD EmployeelD M EDIPI Electronic Data Interchange Person Identifier (CAC)
employeeType Employee-Type M Personnel Type (e.g., Civilian, Contractor, Military)
employeeNumber Employee-Number 0 PIN Number
title Title ] BOTH BOTH Rank
userPassword User-Password (] User Password
mail E-Mail-Addresses 0 Email SIPR Address
telephoneNumber Telephone-Number M WEB DSN/PSTN Telephone #
ipPhone Phone-lp-Primary M BOTH VoSIP Telephone #
facsimileTelephoneNumber Facsimile-Telephone-Number NA RESERVED
pager Phone-Pager-Primary NA CMS Telephone N#
otherTelephone Phone-Office-Other 0 WEB DRSN Telephone #
otherFacsimilieTelephoneNumber Phone-Fax-Other NA RESERVED
otherHomePhone Phone-Other-Home NA RESERVED
otherlpPhone Phone-p-Other NA JWICS Telephone #
otherMobile Phone-Mobile-Other NA RESERVED
otherPager Phone-Pager-Other NA RESERVED
° Organization-Name ] WEB Military Branch (e.g., AR, AF, NV, MC, DOD, CIV)
company Company M WEB COCOM/MAJCOM/DIVISION (e.g., CENTCOM, SOCOM, AMC, 10* M, AFMC)
department Department M BOTH BOTH Unit(e.g., 2/75" RNG BN, 379" AEW, 2CSF)
physicalDeliveryOfficeName Physical-Delivery-Office-Name M BOTH BOTH C/P/S (e.g., Camp/Post/Station — MacDill AFB, Ft Hood)
flags Flags M Set to 1000 to make each OU searchable
userCert User-Cert NA Future Use—SPM
userCertificate X509-Cert NA Future Use—SPM
userPKCS12 PKCS #12 PFX PDU for exchange of NA Future Use—SPM
personal identity information

Figure 3.2-2. Directory Service Attribute Information

AUX-000090 [Required: CVVoIP Directory Service] Length and ASCII Characters of Each
Attribute Field. ASCII characters shall be limited to characters that are supported by both SC/SS
enclaves and the DRSN system. These are necessary to ensure proper display of white pages
results. Alphanumeric characters that are supported shall be (0123..., abed..., ABCD), periods
(.), dashes (-), and commas (,).

Length of fields shall be configurable and shall be the basis of what is supported.

AUX-000100 [Required: CVVoIP Directory Service] “Ownership,” administration, and
management responsibility of each organizational unit and its fields. Each individual SC/SS
administrator shall “own” and be responsible for the administration and management of each
user’s information governed by its telephony system. As each phone is provisioned and assigned
within this system, the applicable user information shall be added to, modified in, and/or deleted
from the assigned Directory Service organizational unit within the domain. Each SC/SS
administrator shall use the designed provisioning tool that DISA has developed which simplifies
the task and ensures continuity of required user database information.
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3.2.1.3 Search Criteria and Display Presentation for Els (Computers and IP
Phones

AUX-000110 [Required: CVVoIP Directory Service] The CVVolIP Directory Service shall
support the following Search Criteria and Display Presentation for End Instruments (EIs), per
Figure 3.2-3, Directory Service Search and Display Criteria.

Onthe IP Phone On the Computer Web Page

Search Fields Display Order Search Fields Display Order
Layman’s Terms [Attribute) llyman s Te rms (Attribute) Layman'’s Terms (Attribute) l.lyInln s Terms [Attribute)

Last name (sn) VoSIP Telephone # (ip Phone) Last name (sn) VoSIP Telephone # (ip Phone)

Unit (department) Last name (sn) Unit (department) Last name (sn)
Rank (title) First name (givenName) Rank (title) First name (givenName)
C/P/S (physicalDeliveryOfficeName) Rank (title) C/P/S (physicalDeliveryOfficeName) Rank (title)
Unit (department) Unit (department)
C/P/S (physicalDeliveryOfficeName)
COCOM/MAICOM/DIVISION (company)
Military Branch (o)

DSN/PSTN Telephone # (phoneNumber)

DRSN Teleph # (otherTelepl

Figure 3.2-3. Directory Service Search and Display Criteria

AUX-000120 [Required: CVVoIP Directory Service] Lightweight Directory Access Protocol
(LDAP) Criteria and Browser (Display) Functionality. Industry standard LDAP connection
protocols (port 389) shall be used and supported.

AUX-000130 [Required: CVVoIP Directory Service] Standardized browser support for
computer white pages functionality (parsing and display of search results) shall be restricted to
secure Web protocols [Transport Layer Security (TLS)/Hypertext Transport Protocol Secure
(HTTPS)] only. This shall be part of the Directory Services architecture capability and shall
ensure the privacy and security of user information to authorized viewers.

AUX-000140 [Required: CVVoIP Directory Service] Standardized browser support for
Internet protocol (IP) phone white pages functionality (parsing and display of search results)
shall be mandatory, so that Web-based [Hypertext Markup Language (HTML)/Extensible
HTML (XHTML)] user information can be displayed. As of calendar year (CY) 2012, display of
unsecure Web protocols is no longer supported [Hypertext Transport Protocol (HTTP)]. As of
CY 2012, only secure Web protocols (TLS/HTTPS) shall be supported.

AUX-000150 [Required: CVVoIP Directory Service] The CVVolIP Directory Service shall
support the following Definitions of EI Display Fields:

a. Browser Requirements. Els (e.g., IP Phones) shall support HTML/XHTML-based
(http://www.w3.0rg/TR/xhtml1/) rendering of content. Computers (e.g., Web browsers)
with HTML-based applications, such as Microsoft Internet Explorer version 7.X, 8.X,
and 9.X, are recommended.

3-5



DoD UCR 2013

b.

3.3
3.3.1

Section 3

Character Fields (Attributes). See Figure 3.2-3, Directory Service Search and Display

Criteria, for details.
Length of Attribute Fields.

(1) Web Browsers. The length of the displayed fields on the Web interface of a computer
shall be matched and validated with the limitations/policies imposed by the
underlying directory server schema definition. Search results shall be presented in
multiple lines with more display information available because of the size of the
screening area. On each line, the Web browser shall display the data representing the
attributes for the matched (found) entries as concatenated together using various
delimiters (such as “,” “-,”” “/””). The length of the information being displayed on the
Web browser interface shall be configurable to be truncated to preset values on a per-
attribute basis. This shall be accomplished using the Directory Service Web-based
administrative interface. If attributes with additional characters are stored in the
underlying directory server, then the Web-based user interface shall truncate the
displayed content to the limits imposed by the Directory Service application
configuration parameters. All these parameters shall be set to optimal lengths, given
the size of the screening area that computers offer.

(2) End Instruments. Search results shall be presented in multiple lines. On each line, the
phone shall display the data representing the matched entries’ attributes, as
concatenated together using various delimiters (such as “,” “-” “/”’) with a maximum
of 64 characters per line. If attributes with additional characters are stored in the
underlying directory server, then the phone user interface shall truncate the displayed
content to the limits imposed by the phone device and as defined in the Directory
Service application configuration parameters.

How Many/Which Fields of Identification. See Figure 3.2-3, Directory Service Search
and Display Criteria, for details.

Soft/Hard Key Functions (such as a “directory access button”). The CVVoIP SC/SS
manufacturers shall provide a single action, “directory access” function, through software
and/or hardware, on all supported, Joint Interoperability Test Command (JITC)-certified
IP Phones. Through these methods, the action shall be a programmable, Web-based
function key that can have a Uniform Resource Locator (URL). This shall allow users to
have the capability to use one button to start all actions when using the Directory Service.

ROUTING DATABASE

Introduction

This section specifies DISA requirements for the Routing Database, the Commercial Cost
Avoidance feature, and the Hybrid Routing (HR) feature.

3-6
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These requirements apply to these Unified Capabilities (UC) Approved Product List (APL)
Products:

e TheSS.

e The SC.

e The Local Routing Database (LRDB).

e The Master Routing Database (MRDB).

These requirements are organized into four areas:

e SS-to- LRDB queries for HR.
e SC-to-LRDB queries for Commercial Cost Avoidance.

e SC-to-MRDB updates [for Defense Switched Network (DSN) numbers and commercial
numbers].

e LRDB and MRDB functional requirements.

Figure 3.3-1, Routing Database Architecture: SS, shows the basic architecture that is used for
these initial Routing Database requirements. This architecture and these requirements are
intended to be generic, and to support interoperability between multiple SS, SC, and Routing
Database vendors. A multi-vendor interoperable protocol is used between network elements from
different vendors (e.g., an SS or SC from one vendor, and an LRDB from another vendor).

3-7
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Figure 3.3-1. Routing Database Architecture: SS

3.3.1.1 Assumptions

The SC, LRDB, and MRDB requirements in this section are based on the following assumptions:

These requirements assume that a Multi-Vendor-Interoperable (MV1) Protocol is used on the
following interfaces:

— The interface between the SS and the LRDB for HR queries and responses.

— The interface between the SC and the LRDB for Commercial Cost Avoidance queries
and responses.

— The interface between the SC and the MRDB for Database updates (transfers of DSN and
commercial numbers from the SC to the MRDB).

— The interface between the LRDB and MRDB for Database-to-Database synchronization.
The MVI1 Protocol used here is LDAP Version 3 (LDAPvV3).
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e A Routing Database “data schema” is needed to specify the “information elements” that are
included in the Database queries for HR (SS < LRDB), the Database queries for
Commercial Cost Avoidance (SC < LRDB), the Database updates (SC <> MRDB), and the
Database synchronization messages (LRDB <~ MRDB). For these requirements, this data
schema is based on LDAPV3.

e Examples of information that needs to be included in the various Database queries, Database
responses, and Database updates follow:

— The Database queries for HR need to contain the full 10-digit DSN called number.

— The Database responses for HR need to indicate either the “number not found” or the
“number found” along with an identifier for the destination SC for that DSN called
number. [The SC identifier could also be absent when the number is found, meaning that
the number is located on an End Office (EO)]. The responses also should contain an
identifier for the primary SS that serves that SC, and an identifier for the backup SS that
serves that SC. The Call Connection Agent (CCA) Identifier (CCA-ID) is the required
identifier for the destination SC, the primary SS, and the backup SS in this case.

— The Database queries for Commercial Cost Avoidance need to contain the full
internationally significant commercial called number [in the format of “Country Code
(CC) plus Nationally Significant Number (NSN)”].

— The Database responses for Commercial Cost Avoidance need to either indicate “number
not found,” or contain the full 10-digit DSN called number that matches the commercial
called number.

— The Database updates (SC-to-MRDB) need to contain the full DSN called number, the
full commercial called number, the identifier of the source SC, the identifier of the
primary SS for that SC, and the identifier of the backup SS for that SC. The CCA-ID is
the recommended identifier for the SC, primary SS, and backup SS in this case.

3.3.2 SS to LRDB Interface: Database Queries for HR

The requirements in this section apply to the SS and the LRDB. The LRDB can be located in a
site that is physically remote from the SS site.

AUX-000160 [Required: SS, LRDB] The SS and the LRDB shall support the HR feature per
the requirements in this section.

AUX-000170 [Required: SS] The SS shall support an interface to a LRDB to support Database
queries and Database responses for the HR feature.

AUX-000180 [Required: LRDB] The LRDB shall support an interface to the SS to support
Database queries and Database responses for the HR feature.

AUX-000190 [Required: SS, LRDB] The query-response interface between the SS and the
LRDB shall be LDAPv3 over TLS over IP. On the SS, this LDAPv3 interface shall be compliant
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with RFC 4511 and all the LDAP technical specifications listed in Section 1 of RFC 4510. On
the LRDB, see the LDAPV3 interface requirements in Section 3.3.5.2.1, General Architecture,
Protocols, and Interfaces.

AUX-000200 [Required: SS, LRDB] The encoding of the LDAPv3 messages and data schema
used on the Database query interface between the SS and the LRDB shall follow the Basic
Encoding Rules (BERS) of Abstract Syntax Notation One (ASN.1). On the SS, this encoding
shall be consistent with Section 5.1, Protocol Encoding, of RFC 4511, June 2006, as referenced
by RFC 4510. On the LRDB, see the LDAPV3 interface requirements in Section 3.3.5.2.1,
General Architecture, Protocols, and Interfaces.

AUX-000210 [Required: SS, LRDB] The interface between the SS and the LRDB shall be
secured using TLS, consistent with the requirements for securing Assured Services (AS) Session
Initiation Protocol (SIP) (AS-SIP) messages using TLS in Section 4, Information Assurance.
This security shall provide mutual authentication between the SS and the LRDB, message
confidentiality for the Database query and Database response, and message integrity for the
Database query and Database response.

AUX-000220 [Required: SS, LRDB] The interface between the SS and the LRDB shall
traverse the data firewalls (and not the Session Border Controller [SBC] firewalls) at both the SS
and the LRDB sites.

AUX-000230 [Required: SS, LRDB] The interface between the SS or SS and the LRDB shall
traverse the Customer Edge (CE) Routers at both the SS and the LRDB sites, using the
Differentiated Services Code Point (DSCP) for User Signaling traffic, and the associated CE
Router (CE-R) queues.

AUX-000240 [Required: SS] The interface between the SS and the LRDB shall terminate on
the Ethernet interface used for VVVolIP signaling traffic at the SS, as described in Section 4,
Information Assurance.

AUX-000250 [Required: SS] The SS shall allow HR to be activated for all calls going through
the SS. The SS also shall allow HR to be activated only for calls going through the SS to a
specific set of DSN numbers. In this second case, the SS shall allow DISA to configure the set of
DSN numbers for which HR is activated.

AUX-000260 [Required: SS] The DISA-configurable set of DSN numbers for HR shall support
the following elements:

a. Individual 10-digit numbers from the UC numbering plan.
b. Ranges of 10-digit numbers from the UC numbering plan.

Each range shall be configurable so that DISA can specify the first and last numbers in
the range.
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AUX-000270 [Required: SS] The SS shall allow a configurable range to include one of the
following:

a. Anentire DSN Area Code (first three digits specified).
b. An entire DSN Area Code and Office Code (first six digits specified).

C. A “thousands group” within a DSN Area Code and Office Code (first seven digits
specified).

d. A “hundreds group” within a DSN Area Code and Office Code (first eight digits
specified).

e. A “tens group” within a DSN Area Code and Office Code (first nine digits specified).

AUX-000270.a [Optional: SS] DISA also shall be able to independently specify the first
and last numbers in a range without having to limit that range to a single Area Code, a
single Office Code, a single thousands group, a single hundreds group, or a single tens

group.

AUX-000280 [Required: SS] The SS shall allow DISA to configure the following within the set
of DSN numbers for which HR is activated:

a. Up to 20 individual DSN numbers.
b. Up to 20 ranges of DSN numbers.

AUX-000290 [Required: SS] When the HR feature is activated for all calls and when the HR
feature is activated for calls to a specific set of DSN numbers, the SS shall apply the HR feature
on calls that enter the SS on all line or Local Area Network (LAN)-side and trunk or Wireless
Area Network (WAN)-side interfaces, both Time Division Multiplexing (TDM) and Voice over
IP (VoIP).

3.3.2.1 HR Query From SS

AUX-000300 [Required: SS] When the HR feature is activated for all calls, the SS shall make
an HR query to the LRDB for each call that is placed to a DSN number. When the HR feature is
activated for calls to a specific set of DSN numbers, the SS shall make an HR query to the LRDB
for each call that is placed to a DSN number within that set of DSN numbers.

AUX-000310 [Required: SS] In both cases, the SS shall not make HR queries for calls that are
placed to Public Switched Telephone Network (PSTN) numbers or PSTN service codes such as
911 (in the United States), 112 (in Europe), or 411 (in the United States).

AUX-000320 [Optional: SS] The SS shall maintain a cache of the response data to HR queries.
The response data maintained in the cache for each HR query shall be associated with the DSN
called for which the HR query was made.
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AUX-000330 [Conditional: SS] If the SS maintains a cache of HR response data, then the SS
shall use the cached data, if any, for a given DSN number instead of making an HR query to the
LRDB on a subsequent call to that DSN number.

AUX-000340 [Conditional: SS] If the SS maintains a cache of HR response data, then the SS
shall also support expiration of cache entries, including the ability to configure the lifetime of
cache entries and configurable limits to the size of the cache.

AUX-000350 [Required: SS] The HR query that the SS sends to the LRDB shall contain the
full 10-digit DSN called number for that call. The HR query shall be sent in the LDAPv3 Search
Request message. This Search Request message shall contain the following fields in ASCII
format:

a. Base Object field containing an LDAP Distinguished Name containing the Domain
Components “uc” and “mil” (dc=uc, dc=mil).

b. Scope field containing the value “wholeSubtree.”
c. Filter field containing the following:
(1) Directory Number field containing the 10-digit DSN called number.

AUX-000360 [Required: LRDB] The LRDB shall accept and process the previous HR query
from the SS containing the full 10-digit DSN called number.

AUX-000370 [Required: LRDB] The LRDB shall store the following information in its
Database record for each 10-digit DSN number:

a. CCA-ID of the SC serving that DSN number (the “destination SC”).
b. CCA-ID of the primary SS serving the destination SC.
c. CCA-ID of the backup SS serving the destination SC.

d. Full internationally significant commercial number matching that DSN number (if this
commercial number exists).

NOTE: The CCA-IDs may be absent from the record in cases in which the DSN and
commercial numbers in the record are associated with a DSN end user who is
served by a DSN EO or Private Branch Exchange (PBX).

3.3.2.2 Database Response When DSN Number Is Found

AUX-000380 [Required: LRDB] When the LRDB finds a database record that matches the
DSN number in the HR query, the LRDB shall return an HR response to the SS containing the
following information taken from that record:

a. CCA-ID of the destination SC.
b. CCA-ID of the primary SS serving the destination SC.
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c. CCA-ID of the backup SS serving the destination SC.

d. Full internationally significant commercial number matching that DSN number (if this
commercial number exists).

NOTE: The CCA-1Ds may be absent from the record in cases in which the DSN and
commercial numbers in the record are associated with a DSN end user who is
served by a DSN EO or PBX.

AUX-000390 [Required: LRDB] The LRDB shall send this HR response in the LDAPv3
Search Result Entry and Search Result Done messages.

AUX-000400 [Required: LRDB] The Search Result Entry message shall contain the following
fields in ASCII format:

a. Object Name field containing an LDAP Distinguished Name containing the following:
(1) User ID component containing the commercial number (e.g., UID=7038821234).
(2) Domain Components “uc” and “mil” (dc=uc, dc=mil).

The commercial number in the User Identifier (UID) field may be represented in either
national or international format (depending on the SC that uploads the number in the
Database).

b. Attributes field containing the following attributes:
(1) UID field containing the commercial number.
(2) Object Class field containing “mobSLR.”
(3) Subscriber Type field containing “asftswtch.”

(4) SIP Alias field containing the full commercial called number followed by “@uc.mil”
(e.g., 17038821234@uc.mil).

(5) Sip User Name field containing the UID (i.e., commercial number) followed by
“@uc.mil” (e.g., 7038821234@uc.mil).

(6) Directory Number field containing the 10-digit called DSN number.
(7) LSCCCAID field containing the CCA-ID of the destination SC.

(8) SSCCAID field containing the CCA-1Ds of the primary SS and the backup SS
serving the destination SC, separated by a comma.

(9) The LRDB also can include other attribute fields here that the SS may ignore.

The commercial number in the UID field may be represented in either national or
international format, depending on the SC that uploads the number in the Database.

AUX-000410 [Required: LRDB] The Search Result Done message shall contain the following
field in ASCII format:
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e Result Code field indicating “Success.”

3.3.2.3 Database Response When DSN Number Is Not Found

AUX-000420 [Required: LRDB] When the LRDB finds no Database record that matches the
DSN number in the HR query, the LRDB shall return an HR response to the SS containing a
“number not found” indication.

AUX-000430 [Required: LRDB] The LRDB shall send this HR response in the LDAPv3
Search Result Done message. The Search Result Done message shall contain the following field
in ASCII format:

e Result Code field indicating “Success.”
3.3.2.4 SS Actions Based on Database Response

AUX-000440 [Required: SS] In the Number Found case, the SS shall accept and process the
aforementioned HR response from the LRDB containing the SC CCA-ID, the primary SS CCA-
ID, and the backup SS CCA-ID.

AUX-000450 [Required: SS] In the Number Found case, the SS shall also accept and process
HR responses from the LRDB that do not contain any CCA-IDs.

AUX-000460 [Required: SS] In the Number Not Found case, the SS also shall accept and
process the aforementioned HR response from the LRDB containing the “number not found”
indication.

AUX-000470 [Required: SS] In the Number Found case, if the HR response contains CCA-ID
values, then the SS shall route the call to the SC specified by the SC CCA-ID in the HR
response.

a. If that SC is not subtended by the SS, then the SS shall route the call to the SS specified
by the primary SS CCA-ID in the HR response.

b. If the primary SS is not accessible from the SS that sent the query and received the
response (e.g., because the primary SS is out of service), then that querying SS shall route
the call to the SS specified by the backup SS CCA-ID in the HR response.

AUX-000480 [Required: SS] The SS shall support an internal table configurable by DISA or
the DoD Component that lists the CCA-IDs of all the SCs served by that SS, and the CCA-1Ds of
all of the other SSs in the UC network to which this SS can route AS-SIP sessions.

a. Foreach CCA-ID listed in this table, this SS shall allow DISA or the DoD Component to
store the DISN WAN IP address of the SBC that fronts the SC or SS associated with that
CCA-ID.

b. This SS shall use this internal table to resolve CCA-IDs returned by the LRDB into
destination SC and SS SBC IP addresses on the DISN WAN.
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This SS shall use these destination SC and SS SBC IP addresses to route calls to the
destination SCs and SSs, per the previously listed requirements.

AUX-000490 [Required: SS] In the Number Not Found case and in the Number Found case
when the HR response does not contain a value (i.e., CCA-IDs are absent), the SS shall use the
route specified in its internal routing tables for the called DSN number to route the call request to
one of the following:

a.
b.

C.

The destination SC (by an outgoing AS-SIP route).
Another SS (by an outgoing AS-SIP route).

A Multifunction Switch (MFS) or EO connected to the Media Gateway (MG) of that SS
(by an outgoing T1.619a Primary Rate Interface [PRI] route).

The destination EI (AS-SIP End Instrument [AEI], Proprietary Internet Protocol Voice
End Instrument [PEI], or analog EI) served by an SC that is internal to the SS (when an
internal SC is supported).

AUX-000500 [Required: SS] In the Number Not Found case and in the Number Found case
when the HR response does not contain a value for the CCA-IDs (i.e., CCA-ID is absent),

a.

When the SS determines that the call to the DSN number previously arrived at the SS
from an incoming T1.619a PRI route from an MFS,

And then determines that the call should be routed back to that MFS over an outgoing
T1.619a PRI route using the same PRI,

The SS shall use a “route optimization” procedure on that PRI to do the following:
(1) Return the call to the MFS.

(2) Remove the incoming PRI B-Channel and outgoing PRI B-Channel from the call path
so that these two B-Channels are not kept in use for the remainder of the call.

This “route optimization” procedure shall be M VI, and shall work with MFS products
from other vendors (besides the SS vendor), without requiring any enhancements or
software patches to the other vendors” MFS products.

The SS vendor shall identify for DISA what this MV route optimization procedure is, so
that DISA can share it with other MFS vendors, and perform interoperability testing on it
using the SS and MFS products from other vendors.

AUX-000510 [Required: SS] If the SS determines that it has lost connectivity with the LRDB
(e.q., because that Database has failed), then the SS shall apply the Failover to Secondary LRDB
procedures, per the requirements in Section 3.3.5.2.5, Failover Procedures.

AUX-000520 [Required: SS] If the SS applies these failover procedures and does not receive
the necessary routing information from the Secondary LRDB, then the SS shall use its internal
routing data tables to complete the call to the DSN number.
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AUX-000530 [Conditional: SS] If the SS supports caching of Database responses for the HR
feature, and the SS loses TLS connectivity with the LRDB, then the SS shall first check the
current HR cache data for Number Found information matching the called DSN number on each
call in which HR treatment is required.

a. If this current HR cache data contains Number Found information for the called DSN
number, then the SS shall complete that call using the CCA-IDs (SC, primary SS, and
backup SS) in that HR cache data.

b. If this current HR cache data contains Number Found information for the called DSN
number but no CCA-IDs, then the SS shall assume a Number Not Found case and apply
the Number Not Found treatment described in the previous requirements.

c. If the current HR cache data does not contain Number Found information for the called
DSN number, then the SS shall assume a Number Not Found case and apply the Number
Not Found treatment described in the previous requirements.

3.3.3 SC to LRDB Interface: Database Queries for Commercial Cost
Avoidance

The requirements in this section apply to the SC and the LRDB. The LRDB can be located in a
site that is physically remote from the SC site.

AUX-000540 [Required: SC, LRDB] The SC and the LRDB shall support the Commercial
Cost Avoidance feature per the requirements in this section.

AUX-000550 [Required: SC] The SC shall support an interface to an LRDB to support
Database queries and Database responses for the Commercial Cost Avoidance feature.

AUX-000560 [Required: LRDB] The LRDB shall support an interface to the SC to support
Database queries and Database responses for the Commercial Cost Avoidance feature.

AUX-000570 [Required: SC, LRDB] The query-response interface between the SC and the
LRDB shall be LDAPv3 over TLS over IP. On the SC, this LDAPv3 interface shall be compliant
with IETF RFC 4511 and all the LDAP technical specifications listed in Section 1 of RFC 4510.
On the LRDB, see the LDAPV3 interface requirements in Section 3.3.5.2.1, General
Architecture, Protocols, and Interfaces.

AUX-000580 [Required: SC, LRDB] The encoding of the LDAPv3 messages and data schema
used on the Database query interface between the SC and the LRDB shall follow the BER of
ASN.1. On the SC this encoding shall be consistent with Section 5.1, Protocol Encoding, of
RFC 4511. On the LRDB, see the LDAPv3 interface requirements in Section 3.3.5.2.1, General
Architecture, Protocols, and Interfaces.

AUX-000590 [Required: SC, LRDB] The interface between the SC and the LRDB shall be
secured using TLS, consistent with the requirements for securing AS-SIP messages using TLS in
Section 4, Information Assurance. This security shall provide mutual authentication between the
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SC and the LRDB, message confidentiality for the Database query and Database response, and
message integrity for the Database query and Database response.

AUX-000600 [Required: SC, LRDB] The interface between the SC and the LRDB shall
traverse the data firewalls (and not the SBC firewalls) at both the SC and LRDB sites.

AUX-000610 [Required: SC, LRDB] The interface between the SC and the LRDB shall
traverse the CE-Rs at both the SC and LRDB sites, using the DSCP for User Signaling traffic
and the associated CE-R queues.

AUX-000620 [Required: SC] The interface between the SC and the LRDB shall terminate on
the Ethernet interface used for VVoIP signaling traffic at the SC, as described in Section 4,
Information Assurance.

AUX-000630 [Required: SC] The SC shall allow Commercial Cost Avoidance to be activated
for all of the following types of calls:

a. Originated by Els or MGs on the SC.
b. Placed to commercial called numbers instead of DSN called numbers.

This is the “activated for all commercial numbers” option for Commercial Cost
Avoidance.

AUX-000640 [Required: SC] The SC shall also allow Commercial Cost Avoidance to be
activated for all of the following types of calls:

a. Originated by Els or MGs on the SC.
b. Placed to commercial called numbers instead of DSN called numbers.
c. Placed to numbers within a specific set of commercial numbers.

In this second case, the SC shall allow DISA to configure the set of commercial numbers
for which Commercial Cost Avoidance is activated.

This is the “activated for select commercial numbers” option for Commercial Cost
Avoidance.

AUX-000650 [Required: SC] The DISA-configurable set of commercial numbers for
Commercial Cost Avoidance shall support the following elements:

a. Individual numbers from the worldwide E.164 commercial numbering plan.

b. Ranges of numbers from the worldwide E.164 commercial numbering plan.

Each range shall be configurable so that DISA can specify the first and last numbers in
the range.

AUX-000660 [Required: SC] The SC shall allow a configurable range to include the following:
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a. Anentire E.164 CC (e.g., CC 1 for the United States and Canada, CC 49 for Germany,
and CC 82 for South Korea).

b. CC 1and an entire three-digit Area Code (e.g., in the United States or Canada).
c. CC 1and an entire three-digit Area Code and three-digit Office Code.

d. Arange of numbers within CC 1, a single Area Code, and a single Office Code (e.g., a
thousands group, hundreds group, or tens group within CC 1, the Area Code, and the
Office Code).

e. For countries outside CC 1, an entire E.164 CC and City Code.

f. For countries outside CC 1, a range of numbers within an E.164 CC and City Code
(e.g., a thousands group, hundreds group, or tens group within that CC and City Code).

AUX-000670 [Optional: SC] DISA also shall be able to independently specify the first and last
numbers in a range without having to limit that range to a single Area Code, a single Office
Code, a single thousands group, a single hundreds group, or a single tens group.

AUX-000680 [Required: SC] The SC shall allow DISA to configure the following within the
set of commercial numbers for which Commercial Cost Avoidance is activated:

a. Up to 20 individual commercial numbers.
b. Up to 20 ranges of commercial numbers.

AUX-000690 [Required: SC] The SC shall support a configuration option to deactivate
Commercial Cost Avoidance queries for all calls. Note that the scope of this setting is limited to
interaction between the SC and the LRDB at the invocation of the Commercial Cost Avoidance
feature when calls are made. It shall have no impact on the MRDB database updates performed
by the SC for both Commercial Cost Avoidance and HR (as specified in Section 3.3.4, SC to
MRDB Interface: Database Updates for Commercial Cost Avoidance and Hybrid Routing).

3.3.3.1 Commercial Cost Avoidance Query From SC

AUX-000700 [Required: SC] When the Commercial Cost Avoidance feature is activated for all
commercial numbers, the SC shall make a Commercial Cost Avoidance query to the LRDB for
each call that is placed to a commercial number. The SC shall not make Commercial Cost
Avoidance queries for calls that are placed to PSTN service codes such as 911 (in the United
States), 112 (in Europe), or 411 (in the United States).

AUX-000710 [Required: SC] When the Commercial Cost Avoidance feature is activated for a
select set of commercial numbers, the SC shall make a Commercial Cost Avoidance query to the
LRDB for each call that is placed to a commercial number within that DISA-configured set. The
SC shall not make Commercial Cost Avoidance queries for calls that are placed to PSTN service
codes such as 911 (in the United States), 112 (in Europe), or 411 (in the United States).
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AUX-000720 [Required: SC] The SC shall query the LRDB on “99 dialed commercial PSTN
number” and “98 dialed commercial PSTN number” call requests from SC end users. When the
Database responds to this query with a DSN number that matches the dialed PSTN number, the
SC shall route the call request over the appropriate IP (AS-SIP) or TDM (T1.619A PRI) path
using the DSN number returned by the Database. When the Database responds with a “Number
Not Found” indication, the SC shall route the call request to the local TDM PSTN trunk group
(PRI or Client Access Server [CAS]) on the SC’s MG, using the originally dialed commercial
number.

AUX-000730 [Required: SC] The Commercial Cost Avoidance query that the SC sends to the
LRDB shall contain the full internationally significant commercial called number (CC +
Nationally Significant Number) for that call. The Commercial Cost Avoidance query shall be
sent in the LDAPv3 Search Request message. This Search Request message shall contain the
following fields in ASCII format:

a. Base Object field containing an LDAP Distinguished Name containing the Domain
Components “uc” and “mil” (dc=uc, dc=mil).

b. Scope field containing the value “wholeSubtree.”
c. Filter field containing the following:

(1) SIP Alias field containing the full commercial called number followed by “@uc.mil”
(e.g., 17038821234@uc.mil).

AUX-000740 [Required: LRDB] The LRDB shall accept and process the Commercial Cost
Avoidance queries from the SC that contain the full internationally-significant commercial called
number.

AUX-000750 [Required: LRDB] The LRDB shall accept Commercial Cost Avoidance queries
from the SC, in which this query contains the PSTN called number from the 99 dialed PSTN
number or 98 dialed PSTN number call request from the SC end user. The LRDB shall be able to
accept these queries for both continental United States (CONUS) “PSTN called numbers” [in
which the called number is from the 10-digit North American Numbering Plan (NANP)] and
outside CONUS (OCONUS) (PSTN) called numbers (in which the called number is from either
outside the NANP or within the NANP and located in Alaska, Hawaii, or the U.S. overseas
territories).

AUX-000760 [Required: LRDB] The LRDB shall be capable of storing associations of PSTN
numbers with 10-digit DSN numbers from the DSN numbering plan. The Database shall be
capable of storing these associations for both CONUS and OCONUS PSTN numbers, as
described in the previous requirement.

AUX-000770 [Required: LRDB] The LRDB shall store the following information in its
database record for each commercial number:

a. The full 10-digit DSN number matching that commercial number.
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b. The CCA-ID of the SC serving that DSN number (the “destination SC”).
c. The CCA-ID of the primary SS serving the destination SC.
d. The CCA-ID of the backup SS serving the destination SC.

NOTE: The CCA-1Ds may be absent from the record in cases in which the DSN and
commercial numbers in the record are associated with a DSN end user who is
served by a DSN EO or PBX.

3.3.3.2 Database Response When Commercial Number Is Found

AUX-000780 [Required: LRDB] When the LRDB finds a database record that matches the
commercial called number in the Commercial Cost Avoidance query, the LRDB shall return a
Commercial Cost Avoidance response to the SC containing the following information, taken
from that record:

a. The full 10-digit DSN number matching the commercial number.

The LRDB shall send this Commercial Cost Avoidance response in the LDAPv3 Search Result
Entry and Search Result Done messages.

AUX-000790 [Required: LRDB] The Search Result Entry message shall contain the following
fields in ASCII format:

a. Object Name field containing an LDAP Distinguished Name containing the following:
(1) User ID component containing the commercial number (e.g., UID=7038821234).
(2) Domain Components “uc” and “mil” (dc=uc, dc=mil).

The commercial number in the UID field may be represented in either national or
international format, depending on the SC that uploads the number to the Database.

b. Attributes field containing the following attributes:
(1) User ID field containing the commercial number.
(2) Object Class field containing “mobSLR.”
(3) Subscriber Type field containing “asftswtch.”

(4) SIP Allias field containing the full commercial called number, followed by “@uc.mil”
(e.g., 17038821234@uc.mil).

(5) SIP User Name field containing the UID (i.e., commercial number) followed by
“@uc.mil” (e.g., 7038821234@uc.mil).

(6) Directory Number field containing the full 10-digit DSN number.

(7) LSCCCAID field containing the CCA-ID of the destination SC serving the DSN
number.
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(8) SSCCAID field containing the CCA-1Ds of the primary SS and the backup SS
serving the destination SC, separated by a comma.

(9) Other attribute fields that the SC may ignore.

The commercial number in the UID field may be represented in either national or
international format, depending on the SC that uploads the number to the Database.

AUX-000800 [Required: LRDB] The Search Result Done message shall contain the following
field in ASCII format:

e Result Code field indicating “Success.”
3.3.3.3 Database Response When Commercial Number Is Not Found

AUX-000810 [Required: LRDB] When the LRDB finds no database record that matches the
commercial number in the Commercial Cost Avoidance query, the LRDB shall return a
Commercial Cost Avoidance response to the SC containing a Number Not Found indication.

AUX-000820 [Required: LRDB] The LRDB shall send this Commercial Cost Avoidance
response in the LDAPv3 Search Result Done message. The Search Result Done message shall
contain the following field in ASCII format:

e Result Code field indicating “Success.”
3.3.3.4 SC Actions Based on Database Response

AUX-000830 [Required: SC] In the Number Found case, the SC shall accept and process the
Commercial Cost Avoidance response from the LRDB containing the DSN number that matches
the commercial called number.

AUX-000840 [Required: SC] In the Number Not Found case, the SC shall also accept and
process the Commercial Cost Avoidance response from the LRDB containing the “Number Not
Found” indication.

AUX-000850 [Required: SC] In the Number Found case, the SC shall use the route specified in
its internal routing tables for the digits of the returned DSN number to route the call request to
one of the following:

a. The primary or backup SS for that SC (by an outgoing AS-SIP route).
b. The DSN EO connected to the MG of that SC (by an outgoing T1.619a PRI route).

c. A UCEI or MG served by that SC (if the returned DSN number identifies an EI on that
SC or a subscriber located behind the MG of that SC).

AUX-000860 [Required: SC] In the Number Not Found case, the SC shall use the route
specified in its internal routing tables for the original commercial called number to route the call
request to the following:
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a. PSTN EO connected to the MG of that SC (by an outgoing commercial PRI or CAS trunk
route).

AUX-000870 [Required: SC] If the SC determines that it has lost connectivity with the LRDB
(e.g., because that Database has failed), then the SC shall apply the Failover to Secondary LRDB
procedures, per the requirements in Section 3.3.5.2.5, Failover Procedures.

AUX-000880 [Required: SC] On Commercial Cost Avoidance call requests that are rerouted to
DSN numbers by the LRDB, the SC shall respond to SS signaling, indicating that the call
attempt to the DSN number was rejected (i.e., an AS-SIP 4xx, 5xX, or 6xx response to an AS-SIP
INVITE message) by overflowing these calls from the local AS-SIP trunk group to the local
TDM PSTN trunk group (PRI or CAS). The SC shall signal the originally dialed commercial
number to the PSTN when overflowing this call to the PSTN trunk group.

AUX-000890 [Required: SC] On Commercial Cost Avoidance call requests that are rerouted to
DSN numbers by the LRDB, the SC shall respond to DSN EO signaling indicating that the call
attempt to the DSN number was rejected [i.e., an ISDN DISCONNECT, RELEASE, or
RELEASE COMPLETE response to an Integrated Services Digital Network (ISDN) SETUP
message] by overflowing these calls from the local T1.619a PRI trunk group to the local TDM
PSTN trunk group (PRI or CAS). The SC shall signal the originally dialed commercial number
to the PSTN when overflowing this call to the PSTN trunk group.

3.3.4 SC to MRDB Interface: Database Updates for Commercial Cost
Avoidance and Hybrid Routing

The requirements in this section apply to the SC and the MRDB. The MRDB can be located in a
site that is physically remote from the SC site.

AUX-000900 [Required: SC, MRDB] The SC and the MRDB shall support the Routing
Database update feature per the requirements in this section; in Section 3.3.5, LRDB and
MRDB; and in Section 3.3.6, MRDB and LRDB Operations.

AUX-000910 [Required: SC] The SC shall support an interface to an MRDB to support
Database updates for the Commercial Cost Avoidance and HR features.

AUX-000920 [Required: MRDB] The MRDB shall support an interface to the SC to support
Database updates for the Commercial Cost Avoidance and HR features.

AUX-000930 [Required: SC, MRDB] The Database update interface between the SC and the
MRDB shall be LDAPv3 over TLS over IP. On the SC, this LDAPv3 interface shall be
compliant with RFC 4511 and all the LDAP technical specifications listed in Section 1 of

RFC 4510. On the LRDB, see the LDAPv3 interface requirements in Section 3.3.5.2.1, General
Architecture, Protocols, and Interfaces.

AUX-000940 [Required: SC, MRDB] The encoding of the LDAPv3 messages and data schema
used on the Database update interface between the SC and the MRDB shall follow the BER of
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ASN.1. On the SC, this encoding shall be consistent with Section 5.1, Protocol Encoding, of
RFC 4511. On the LRDB, see the LDAPvV3 interface requirements in Section 3.3.5.2.1, General
Architecture, Protocols, and Interfaces.

AUX-000950 [Required: SC, MRDB] The Database update interface between the SC and the
MRDB shall be secured using TLS, consistent with the requirements for securing AS-SIP
messages using TLS in Section 4, Information Assurance. This security shall provide mutual
authentication between the SC and the MRDB, message confidentiality for the Database updates,
and message integrity for the Database updates.

AUX-000960 [Required: SC, MRDB] The Database update interface between the SC and the
MRDB shall traverse the data firewalls (and not the SBC firewalls) at both the SC and MRDB
sites.

AUX-000970 [Required: SC, MRDB] The Database update interface between the SC and the
MRDB shall traverse the CE-Rs at both the SC and MRDB sites, using the DSCP for User
Signaling traffic and the associated CE-R queues.

AUX-000980 [Required: SC] The Database update interface between the SC and the MRDB
shall terminate on the Ethernet interface used for VVoIP signaling traffic at the SC, as described
in Section 4, Information Assurance.

3.3.4.1 LDAP Update Operations

AUX-000990 Before sending an Update operation (Add or Modify) to the Database, the SC shall
send a Search operation to the Database using the Distinguished Name for the record to be
updated (see Section 3.3.5.2.3, Request Processing, for additional requirements). The Search
operation shall be one of the following:

e The LDAP Search Request message for HR queries, specified in requirement AUX-000310
in Section 3.3.2.1, HR Query From SS (in this case, the Search Request message contains a
Directory Number field containing the 10-digit DSN called number).

e The LDAP Search Request message for CCA queries, specified in requirement AUX-000680
in Section 3.3.3.1, Commercial Cost Avoidance Query From SC (in this case, the Search
Request message contains a SIP Alias field containing the full commercial called number
followed by “@uc.mil” [e.g., 17038821234@uc.mil]).

e If no matching record is found, then the SC shall proceed with the Update using an Add
operation.

e |If the matching record is found, and the CCA-ID of the requesting SC matches the SC CCA-
ID in that record, then the SC shall proceed with the Update using a Modify operation.

e |If the matching record is found, but the CCA-ID of the requesting SC does not match the SC
CCA-ID in that record (or if there is no SC CCA-ID in that record), then the SC shall not
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perform the update and shall issue the necessary warnings or alerts to indicate that such an
operation is not allowed until further intervention by network craftspeople or administrators.

— For example, the network craftsperson at the requesting SC may contact another network
craftsperson at the SC identified in the Database record, and ask the other craftsperson to
delete the “old” SC’s record from the Routing Database so that the “new” SC’s record
can be added.

3.34.1.1 LDAP Add Operation

AUX-001000 [Required: SC] The SC shall send a Database update automatically to the MRDB
whenever a new end user is added to the SC, unless the RTS Routing Database “opt out”
indication has been made for that user.

AUX-001010 [Required: SC] The SC shall send this Database update automatically to the
MRDB whenever the “opt out” indication for an existing user is changed from “on” to “off.”

(See Section 3.3.4.2, RTS Routing Database “Opt Out” for SC End Users, for “opt out” related
requirements.)

AUX-001020 [Required: SC] If the preceding Search request resulted in a No Record Found
indication, then the SC shall perform the update using an LDAP Add operation. This operation
shall contain the following:

User ID (i.e., commercial number) for that end user.
Full 10-digit DSN number for that end user.

o o

Full internationally significant commercial number for that end user.
CCA-ID of the SC serving the DSN number.

CCA-ID of the primary SS serving that SC.

f. CCA-ID of the backup SS serving that SC.

g. Indication that the end user, DSN number, and commercial number should be added to
the Database.

a o

®

The commercial number in the UID field may be represented in either national or
international format, depending on the SC that uploads the number to the Database.

AUX-001030 [Required: SC] This Database update shall be sent in the LDAPv3 Add Request
message. This Add Request message shall contain the following fields in ASCII format:

a. An Entry field containing an LDAP Distinguished Name containing the following:
(1) A User ID component containing the commercial number (e.g., UID=7038821234).

(2) The Domain Components “uc” and “mil” (dc=uc, dc=mil).
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The commercial number in the UID field may be represented in either national or
international format, which will depend on the SC that uploads the number to the
Database.

. An Attributes field containing the following attributes:

(1) A User ID field containing the commercial number.
(2) An Object Class field containing “mobSLR.”
(3) A Subscriber Type field containing “asftswtch.”

(4) A SIP Alias field containing the full commercial called number followed by
“@uc.mil” (e.g., 17038821234@uc.mil).

(5) A Sip User Name field containing the UID (i.e., commercial number) followed by
“@uc.mil” (e.g., 7038821234@uc.mil).

(6) A Directory Number field containing the full 10-digit DSN number.

(7) An LSCCCAID field containing the CCA-ID of the destination SC serving the DSN
number.

(8) An SSCCAID field containing the CCA-1Ds of the primary SS and the backup SS
serving the destination SC, separated by a comma.

The commercial number in the UID field may be represented in either national or
international format, which will depend on the SC that uploads the humber to the
Database.

3.34.1.2 LDAP Modify Operation

AUX-001040 [Optional: SC] The SC shall automatically send a Database update to the MRDB
whenever an existing users’ number data (DSN and/or commercial) 1s modified at the SC, and
the RTS Routing Database “opt out” indication for that user has not been set.

AUX-001050 [Conditional: SC] If the SC sends this Database update, and the preceding Search
request resulted in a “record found/matching SC CCA-ID” indication, then the SC shall perform
the update using an LDAP Modify Replace operation. This operation shall contain the following:

The User ID (i.e., commercial number) for that end user.
An indication of the attribute names to be modified and the new values to be inserted.

The commercial number in the UID field may be represented in either national or
international format (which will depend on the SC that uploads the number to the Database).

AUX-001060 [Conditional: SC] If the SC sends this Database update, then the update shall be
sent in the LDAPv3 Modify Request message containing a Replace operation. This Modify
Request message shall contain the following fields in ASCII format:
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a. An Entry field containing an LDAP Distinguished Name containing the following:
(1) A User ID component containing the commercial number (e.g., UID=7038821234).
(2) The Domain Components “uc” and “mil” (dc=uc, dc=mil).
b. The intended operation: replace.
c. An Attributes field containing the following:
(1) One or more Attribute names (the ones to be modified).
(2) One or more Attribute values (the new values to replace the existing value).

The commercial number in the UID field may be represented in either national or
international format (which will depend on the SC that uploads the number to the
Database).

When adding a new SC user’s data (DSN and commercial numbers) to the MRDB, the SC may
use a sequence of LDAP Add and Modify messages to add the data, instead of using a single
LDAP Add Message to add the data. In this case, the following requirement applies:

AUX-001070 [Conditional: SC] If the SC uses a sequence of LDAP messages to add a new SC
user’s data to the MRDB, then the SC shall be able to add the new SC user’s data using at least
one of the following methods:

e Asingle Add operation containing User ID and CCA data (UID, SIP UserName, SIP Alias,
DirNumber) and HR data (LSCCCAID, SSCCAID).

e An Add operation containing User ID and CCA data (UID, SIP UserName, SIP Alias,
DirNumber), followed by a Modify operation containing HR data (LSCCCAID, SSCCAID).

e An Add operation containing User ID data (UID, SIP UserName), followed by a Modify
operation containing CCA data (SIP Alias, DirNumber) and HR data (LSCCCAID,
SSCCAID).

3.3.4.1.3 LDAP Delete Operation

AUX-001080 [Required: SC] The SC shall automatically send a Database update to the MRDB
whenever an existing end user is deleted from the SC, unless the RTS Routing Database “opt
out” indication has been made for that user.

AUX-001090 [Required: SC] The SC shall send a Database update automatically to the MRDB
whenever the “opt out” indication for an existing user is changed from “off” to “on.”

AUX-001100 [Required: SC] If the preceding Search request resulted in a “record
found/matching SC CCA-ID” indication, then the SC shall perform the update using an LDAP
Delete operation. This operation shall contain the following:

a. The commercial number (i.e., User ID) for that end user.
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b. An indication that the end user, DSN number, and commercial number should be deleted
from the Database.

AUX-001110 [Required: SC] This Database Update shall be sent in the LDAPv3 Delete
Request message. This Delete Request message shall contain the following field in ASCII
format:

a. An LDAP Distinguished Name containing the following:
(1) A User ID component containing the commercial number (e.g., UID=7038821234).
(2) The Domain Components “uc” and “mil” (dc=uc, dc=mil).

AUX-001120 [Optional: SC] If the Search response preceding the Delete operation indicated
that there was no SC CCA-ID in the record, or indicated that the SC CCA-ID in the record did
not match the CCA-ID of the requesting SC, then the SC shall not send the LDAP Delete
operation, but shall still delete the end user data from the SC. The SC shall issue the appropriate
alerts or notification to the network craftspeople/administrators in this case, as manual
intervention will be necessary to complete this operation at the Database itself.

For example, the network craftsperson at the requesting SC may contact the network craftsperson
at the MRDB, and notify the Database craftsperson that his or her request to delete the SC’s
record failed. Then the Database craftsperson can check the Database for all Database records
that contain the SC’s deleted number, and remove any of those records that are redundant or out-
of-date.

3.3.4.1.4 LDAP Confirmation Responses

AUX-001130 [Required: MRDB] The MRDB shall accept and process the Database updates
from the SC for added end users, modified end users, and deleted end users, as listed in the
previous requirements. In addition, the MRDB should return a confirmation response to the SC
whenever a new end user is added to the Database, an existing user’s data is modified in the
Database, and an existing end user is deleted from the Database.

AUX-001140 [Required: MRDB] In the “added end user” case, the MRDB shall send this
confirmation response to the SC in the LDAPv3 Add Response message. The Add Response
message shall contain the Result Code field in ASCII format indicating “Success.”

AUX-001150 [Required: MRDB] In the “modified end user data” case, if all the modifications
requested to the record were successful, the MRDB shall send this confirmation response to the
SC in the LDAPv3 Modify Response message. The Modify Response message shall contain the
Result Code field in ASCII format indicating “Success.”

AUX-001160 [Required: MRDB] In the “modified end user data” case, if any modifications
requested to the record were not successful, the MRDB:

a. Shall not perform any other modification that was requested in that message.
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b. Shall send a rejection response to the SC in the LDAPv3 Modify Response message
indicating the reason for failure. The Modify Response message shall contain the Result
Code field in ASCII format indicating the reason for the failure (e.g., noSuchAttribute,
invalidAttributeSyntax).

AUX-001170 [Required: MRDB] In the “deleted end user” case, the MRDB shall send this
confirmation response to the SC in the LDAPv3 Delete Response message. The Delete Response
message shall contain the Result Code field in ASCII format indicating “Success.”

3.3.4.1.5 Multiple Database Update Interfaces to Multiple SCs

AUX-001180 [Required: MRDB] The MRDB shall be capable of maintaining multiple
Database update interfaces to different SCs at the same time. Each individual Database update
interface shall support the requirements in this document for the protocols, data schemas, and
security mechanisms used between an individual SC and the MRDB. The MRDB shall support at
least 40 interfaces with multiple SCs, simultaneously.

AUX-001190 [Optional: MRDB] The MRDB shall also be capable of supporting 80 interfaces
with multiple SCs, simultaneously.

3.3.4.2 RTS Routing Database “Opt Out” for SC End Users

It is desired that an entry in the RTS Routing Database not be made for certain UC SC end users.
To support this goal, an “opt out” indication is required, as follows:

AUX-001200 [Required: SC] The user information maintained by an SC for an EI provisioned
on that SC shall include an indication to exclude an entry for that user from the RTS Routing
Database. It shall be possible to set or change this indication for an end user in the same way,
and at the same time, that any other provisioning information for an end user can be set or
changed.

AUX-001210 [Required: SC] The default state for this setting shall be “off”. That is, in the
absence of explicitly making this indication, this setting should remain off, and an entry for that
end user shall be included in the RTS Routing Database.

AUX-001220 [Required: SC] The SC shall consider the setting of this indication when
performing an LDAP Add, Modify or Delete operation with the MRDB, as specified above in
Section 3.3.4.1, LDAP Update Operations.

AUX-001230 [Required: SC] The changing of this indication from “on” to “off” shall trigger an
LDAP Add operation from the SC to the MRDB, as specified above in Section 3.3.4.1.1, LDAP
Add Operation.

AUX-001240 [Required: SC] The changing of this indication from “off” to “on” shall trigger an
LDAP Delete operation from the SC to the MRDB, as specified above in Section 3.3.4.1.3,
LDAP Delete Operation.
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3.3.5 LRDB and MRDB
3.3.5.1 Overview and Terminology

Each theater is expected to have two or more LRDBs handling the LDAPv3 Search operations
(Commercial Cost Avoidance queries and HR queries) originating from the SCs and SSs in that
theater.

The LRDB(s) will be responsible for (1) performing the Search requests from the SSs (for HR
queries) and Search requests from the SCs (for Commercial Cost Avoidance queries) within the
local theater, and (2) maintaining synchronization with the Primary MRDB.

One predetermined theater, CONUS (to be referred to as the primary theater), will have a
Primary MRDB that will be responsible for (1) receiving Update operations (DSN and
commercial number updates) from all SCs across all theaters, including its own, (2) performing
the synchronization updates to all LRDBs in all theaters, and (3) performing synchronization
with its Backup MRDB in that primary theater.

The requirements in this section follow the architecture described in Figure 3.3-2, Reference
Architecture for LRDBs, and Figure 3.3-3, Reference Architecture for MRDBs.
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Figure 3.3-2. Reference Architecture for LRDBs
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Figure 3.3-3. Reference Architecture for MRDBs

In the following requirements, “bulk update” refers to a method where number records are
updated at the MRDB “in bulk,” rather than updated individually using LDAP Write operations
(like Add, Modify, and Delete). The source of the data for the “bulk updates” may be a set of
SCs containing number records, or it may be another database that is a copy of the MRDB
(e.g., the Backup MRDB).

Bulk updates will be used during the initial provisioning of the MRDB (e.g., population of the
MRDB from multiple SCs that already contain number records) or during full reloads of the
Database (e.g., population of the MRDB from the Backup MRDB, after a loss of data at the
MRDB). An example of a “bulk update” technique is transfer of LDIF files from the SCs to the
MRDB, using e-mail messages or File Transfer Protocol (FTP) sessions to carry the LDIF files
from the sources to the destination. LDIF file transfer implies a manual export of LDIF data at
the source end (SCs or Backup MRDB) and a manual import of LDIF data at the receiving end
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(MRDB). Other bulk update techniques can also be used, if supported by the MRDB vendor and
the SC vendors.

3.3.5.2 Routing Database
This section contains requirements for the LRDB and MRDB.
3.3.5.2.1 General Architecture, Protocols, and Interfaces

AUX-001250 [Required: LRDB, MRDB] The LRDB and MRDB shall support one or both of
the following sets of LDAPv3 RFCs:

a. RFC 2251, RFC 2252, RFC 2253, RFC 2254, RFC 2255, RFC 2256, RFC 2829,
RFC 2830.

b. RFC 4511 and all the LDAP technical specifications listed in Section 1 of RFC 4510.

AUX-001260 [Conditional: LRDB, MRDB] If the LRDB and MRDB support only the older
set of LDAPv3 RFCs noted previously (RFC 2251, ..., RFC 2830), then the LRDB and MRDB
shall be interoperable with SC, SS, and other appliances that support LDAPv3 RFC 4511 and all
the LDAP technical specifications listed in Section 1 of RFC 4510.

AUX-001270 [Required: LRDB] Each LRDB shall be implemented as an independent, stand-
alone replica of the data in the MRDB, where that data is not distributed among several physical
LRDBs.

AUX-001280 [Required: MRDB] Each MRDB shall be implemented as an independent, stand-
alone Database, where the Database data is not distributed among several physical Databases.

3.3.5.2.2 Capacity and Record Structure

AUX-001290 [Required: LRDB, MRDB] The LRDB and MRDB shall be able to store up to
8 million records, where each record ranges in length from 500-2,000 characters.

It is expected that each database will grow over time, from an initial size of roughly 10,000 small
records to a target size of 8 million large records. Therefore, the following requirements and
objectives apply.

AUX-001300 [Required: LRDB, MRDB] The LRDB and MRDB shall support an initial
capacity of 10,000 records.

AUX-001310 [Required: LRDB, MRDB] The LRDB and MRDB shall support a full capacity
of 8 million records, while adhering to the same performance and availability requirements listed
in this document.
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AUX-001320 [Required: LRDB, MRDB] The LRDB and MRDB shall support the standard
LDAP Directory Information Tree (DIT) format for their entries. The required attributes in each
entry shall be as shown in Table 3.3-1, LDAP DIT Attribute Formats.

Table 3.3-1. LDAP DIT Attribute Formats
ATTRIBUTE DESCRIPTION EXAMPLE

dn Alphanumeric ASCII string: uid=3012251234, dc=uc, dc=mil
Distinguished Name;

uid containing the commercial number,
followed by dc=uc, dc=mil

uid Alphanumeric ASCII string: 3012251234
Unique user ID;
commercial number

objectClass Alphanumeric ASCII string: value is mobSLR
“mobSLR” for Routing Database
subscriberType Alphanumeric ASCII string: value is Asftswich
“asftswtch” for Routing Database
SIP Alias Alphanumeric ASCII string; 3012251234@uc.mil
Full internationally significant commercial (also OCONUS commercial numbers are

number matching the DSN number [PSTN allowed)
number@uc.mil]

SIP UserName Alphanumeric ASCII string; 3012251234@uc.mil
UID (i.e., commercial number matching the (also OCONUS commercial numbers are
DSN number) followed by ”@uc.mil” allowed)

dirNumber Alphanumeric ASCII string; 3123751234 (DISA Ft. Meade example)
10-digit DSN telephone number

LSCCCAID Alphanumeric ASCII string; CCA-ID of the  [ULSCMEAOQ2 (DISA Ft. Meade SC)
SC serving the DSN number

SSCCAID Alphanumeric ASCII string; CCA-ID of the UMFSSANDO1.UMFSSCOO01 (Andrews
Primary and Backup SSs serving this SC and Scott AFB Softswitches)

serverHome null

isMobile false

LEGEND

ASCII: American Standard Code for Information SC: Session Controller

Interchange SS: Softswitch

CCA: Call Connection Agent OCONUS: Outside the Continental United States

DISA: Defense Information Systems Agency PSTN: Public Switched Telephone Network

DSN: Defense Switched Network UID: User Identifier

ID: Identification
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3.3.5.2.3 Request Processing

The SCs and SSs are expected to direct their LDAP Search requests to the LRDBs for call
processing purposes. The SC is expected to direct its update requests to the MRDB,; it could add
a new entry, delete an existing entry, or modify values of attributes in an existing entry. Adding
new attributes that are not predefined in the schema is not allowed.

For the update operations, the SC must check whether the record exists in the MRDB before it
inserts or deletes any records or applies any modifications.

AUX-001330 [Required: SC] The SC shall formulate its updates to the MRDB (or Backup
MRDB) in the following sequence:

a. Send a Search operation on the record to be updated, requesting the entire entry.

The Search operation can be one of the following:

e The LDAP Search Request message for HR queries, specified in requirement AUX-
000310 in Section 3.3.2.1, HR Query From SS.

e The LDAP Search Request message for CCA queries, specified in requirement AUX-
000680 in Section 3.3.3.1, Commercial Cost Avoidance Query From SC.

b. If the entry is found and returned, then the SC shall send the intended Update operation
(Delete or Modify).

c. If the entry is not found, then the SC shall do one of the following:
(1) Perform the intended Add operation.
(2) Abandon the Update operation.

The requesting SC will not be allowed to perform updates on a record in which the
SC CCA-ID in the record does not match its own SC CCA-ID. Section 3.3.4.1, LDAP
Update Operations, contains more detailed requirements.

3.3.5.2.3.1 Client Time-Out

If an LDAP operation does not return results within a preset time, then the LDAP client (SC or
SS) should be able to terminate (time-out) the session in a reasonable amount of time.

AUX-001340 [Required: SC, SS] The SC or SS shall allow the setting of an LDAP client time-
out interval between 1-5 seconds, adjusted in increments of 1 second [default 2 seconds].

Setting a time-out interval helps terminate an otherwise indefinite “hang” situation.

AUX-001350 [Required: SC, SS] The SC or SS shall terminate the pending request (Search,
Add, Delete, or Modify) via an Abandon operation, if the time-out interval expires and no
response was received from the database.
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3.3.5.2.3.2 Bindover TLS

The LDAP standards allow for different methods of authentication:

e Anonymous access is obtained by providing no name and no password in the LDAP Bind
operation.

e Unauthenticated access is obtained by providing a name but no password in the LDAP Bind
operation.

e Authenticated access is obtained by providing a valid name and password in the LDAP Bind
operation. With this method, the name and password may still be transported in the clear and
be unprotected.

For UC, confidentiality and integrity protection are required. Transport Layer Security (TLS)
(defined in RFC 5246) provides confidentiality and integrity protection. Available
implementations of LDAP, such as OpenLDAP, support TLS. The name of the standard
LDAP operation for initiating TLS/Secure Socket Layer (SSL) is startTLS. Upon successful
completion of this LDAP operation, SSL/TLS is initiated between the LDAP Client (e.g., the
SC or SS) and the LDAP Server (e.g., the LRDB or the MRDB).

All DBs and clients (SCs and SSs) are required to have valid X.509 certificates to be able to
use the TLS framework. With TLS in use, none of the LDAP connections would be opened
in the clear.

AUX-001360 [Required: SC, SS] All connections between the SC or SS to any of the DBs shall
use TLS by default.

AUX-001370 [Required: SC, SS] An Anonymous or Unauthenticated Bind request shall be
disallowed by default on all connections from the SC and SS to any of the DBs.

AUX-001380 [Required: MRDB, Backup MRDB, LRDB] The MRDB, Backup MRDB, and
LRDB shall not accept or process an Anonymous or Unauthenticated Bind request.

The time that a TLS connection stays open is to be determined by the network administrator.

AUX-001390 [Optional: MRDB, Backup MRDB, LRDB] The MRDB, Backup MRDB, and
LRDB shall allow the setting of an Idle Time-out Timer Tige (range: 5-30 minutes; increments
of 5 minutes; default 10 minutes). When Tige expires, the Database shall shut down the TLS
connection.

3.3.5.2.3.3 LRDB Request Processing

AUX-001400 [Required: LRDB] The LRDB shall be able to recognize and perform the
following LDAP operations originating from SCs and SSs for Commercial Cost Avoidance and
HR queries, respectively:

a. Bind Request and Response.
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b. Unbind Request.
c. Search Request and Response.
d. Abandon Request.

The LRDB is not required to support Update (LDAP Add, Modify, or Delete) requests from the
SCs or SSs. However, the LRDB is expected to support these Update requests for purposes of
data population and provisioning through administrative LDAP interfaces, per the following
requirement.

AUX-001410 The LRDB shall be able to recognize and perform the following LDAP operations
when received from the MRDB, a Database craftsperson station, or the Database Administrator
(DBA) over an administrative LDAP interface:

AUX-001410.a [Optional: LRDB] Bind request and response.
AUX-001410.b [Optional: LRDB] Unbind request.
AUX-001410.c [Optional: LRDB] Search request and response.
AUX-001410.d [Optional: LRDB] Add request and response.
AUX-001410.e [Optional: LRDB] Delete request and response.
AUX-001410.f [Optional: LRDB] Modify request and response.
AUX-001410.g [Optional: LRDB] Abandon request.

AUX-001420 [Required: LRDB] When the LRDB successfully locates the entry for an LDAP
Search operation, it shall generate and return the appropriate LDAP response message,
containing, at a minimum, the following:

a. The dirNumber (DSN telephone number), LSCCCAID, and SSCCAID values, for
responses to HR queries.

b. The dirNumber (DSN telephone number), SIP Alias (commercial number), and SIP
UserName (commercial number) values, for responses Commercial Cost Avoidance
queries.

AUX-001430 [Required: LRDB] When the LRDB fails to locate the entry for a Search
operation, it shall generate and return the appropriate LDAP Result Code, which includes but is
not limited to the following:

a. Result Code 0 (indicating “Success”), with no arguments.

b. Result Code 16, LDAP_NO_SUCH_ATTRIBUTE (indicating that the specified attribute
does not exist in the entry).

c. Result Code 32, LDAP_NO_SUCH_OBJECT (indicating that the Database server cannot
find the entry specified in the request).
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It is expected that the SCs and SSs will process the different LDAP Result Codes based
on the logic for the type of call (Commercial Cost Avoidance or HR). It is expected that,
if no Database entry was found or if timeouts occur at either side (the database side or the
client side), or if other LDAP errors are encountered, then the Commercial Cost
Avoidance logic will route the call to the commercial number. In the HR logic, if no
Database entry is found, or if timeouts occur, then the call is either (a) processed by
internal SS routing tables or (b) returned to an MFS and subsequently to an End Office
for call completion.

3.3.5.2.3.4 MRDB Request Processing

The MRDB is required to support Update (LDAP Add, Modify, and Delete) requests from all
SCs in all theaters. The MRDB is not intended to serve real-time Query requests (LDAP
Searches) from SCs and SSs for HR and Commercial Cost Avoidance purposes. However,
occasionally a Database craftsperson station, a DBA station, or provisioning logic in the SC or
SS may launch an LDAP Search request to the MRDB to determine the existence of specific
records there. As a result, the MRDB is expected to support those LDAP Search requests.

AUX-001440 The MRDB shall be able to recognize and perform the following LDAP
operations:

AUX-001440.a [Required: MRDB] Bind request and response.
AUX-001440.b [Required: MRDB] Unbind request.
AUX-001440.c [Required: MRDB] Search request and response.
AUX-001440.d [Required: MRDB] Add request and response.
AUX-001440.e [Required: MRDB] Delete request and response.
AUX-001440.f [Required: MRDB] Modify request and response.
AUX-001440.g [Required: MRDB] Abandon request.

AUX-001450 [Required: MRDB] When the MRDB successfully locates the entry for an LDAP
Search operation, it shall generate and return the appropriate LDAP response message for that
message, containing the dirNumber (DSN telephone number), LSCCCAID, SSCCAID, SIP
Alias (Commercial number), and SIP UserName (Commercial number) values.

AUX-001460 [Required: MRDB] When the MRDB fails to locate the entry for a Search
operation, it shall generate and return the appropriate LDAP Result Code. Examples follow:

a. Result Code 0 (indicating “Success”), with no arguments.
b. Result Code 16 (indicating “Attribute not found”).
c. Result Code 32 (indicating “Object not found”).
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These Search requests are not used for routing calls (Commercial Cost Avoidance or
HR); instead, they are used to verify the existence of an MRDB record. It is therefore
expected that, after the Search requests are completed, SCs will use subsequent logic to
launch applicable Update requests to the MRDB. For example, if no Database entry was
found for a DSN number, then the SC might initiate an Add operation for that number.
Conversely, if a Database entry was found for that DSN number, then the SC would not
initiate an Add operation for that number, but might instead initiate a Delete or Modify
operation for that number. If other LDAP errors were encountered, then the SC LDAP
logic could (a) reattempt the Update operation (Add, Delete, Modify) again for that
number or (b) issue an error report, indicating multiple unsuccessful Database attempts,
that requires administrative intervention.

3.3.5.2.4 Performance and Availability

Performance characteristics of a database, such as query throughput and bulk update times, are
highly dependent on the design and configuration of the hardware for that database, including
but not limited to the following:

e Processor speed.
e LDAP cache (memory) size.
e Number and size of hard disks used.

The performance requirements for the LRDB and MRDB in this document can be met with
various hardware configurations (e.g., processors, cache, and hard disks), as indicated
previously, through optimization technigues, and other vendor-specific guidelines or products.
Specifically, the MRDB needs to be optimized for processing LDAP Update requests, while the
LRDB needs to be optimized for processing LDAP Search requests.

Each SC and SS is expected to direct its Search requests to a pre-specified LRDB in its theater.
The load-sharing architecture for LRDBs will be determined by the DISA network engineers in
each theater, based on the projected traffic volume originating from each SC or SS in that theater
(i.e., the number of Search requests directed to each LRDB will vary between LRDBs, and will
vary from one theater to another).

The LRDBs in each theater are expected to store a very recent image of the data stored in the
MRDB. These copies should be almost identical in content, based on the time that each LRDB
received its latest synchronization update from the MRDB. Creating and using these “local”
copies, the LRDB in each theater should also reduce round-trip LDAP signaling latency for the
SCs and SSs, and should make the routing data available to them in a reasonable amount of time.

In addition, to ensure data availability and redundancy, the architecture requires support for both
a Primary MRDB and a Backup MRDB (where the Backup MRDB contains a complete copy of
the Primary MRDB). While the MRDB primarily focuses on LDAP Updates, the following
availability requirements apply to all of the LDAP requests (both Searches and Updates).
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AUX-001470 [Required: LRDB, MRDB] Under normal operating conditions (i.e., there is no
Database overload or scheduled downtime for Database maintenance), the LRDB and MRDB
shall process 99.99 percent of all LDAP requests received (i.e., Bind, Search, Add, Modify,
Delete).

AUX-001480 [Required: LRDB] The unavailability time for each LRDB shall not exceed

0.01 percent of 1 year (translating into 1 hour per year; approximately 5 minutes per month). The
unavailable time shall apply only to failure situations and does not comprise preventive
maintenance or scheduled upgrade times.

It is expected that, when one of the LRDBSs in the theater is unavailable, the other LRDB(S) in
the theater will be available. It is not expected that all the LRDBs in a given theater will be
unavailable at the same time.

AUX-001490 [Required: MRDB, Backup MRDB] The unavailability time for each MRDB
and Backup MRDBs shall not exceed 0.01 percent of 1 year, translating into 1 hour per year;
approximately 5 minutes per month. The unavailable time applies only to failure situations and
does not comprise preventive maintenance or scheduled upgrade times.

AUX-001500 [Required: LRDB, MRDB, Backup MRDB] The LRDB, MRDB, and Backup
MRDB shall each support a minimum of 200 LDAP Search operations per second.

AUX-001510 [Required: LRDB, MRDB, Backup MRDB] The LRDB, MRDB, and Backup
MRDB shall each support a minimum of 20 LDAP Update (Add, Delete, and Modify) operations
per second under normal operation. (Bulk updates during the initial provisioning of the database
and bulk updates during full reloads of the database are not considered normal operation.)

AUX-001520 [Required: LRDB, MRDB, Backup MRDB] When the SC sends an LDAP
Update operation to the Primary MRDB, the Primary MRDB shall relay this update to a pre-
specified group of databases (configured in the Primary MRDB), including the Backup MRDB
and multiple LRDBs, immediately. The total time from the initialization of a given LDAP
Update by the SC, propagation of the data, and receipt of the updates in the pre-specified group
of DBs shall not exceed 5 minutes.

The Primary and Backup MRDBs also support synchronization procedures of partial and full
database content, with each other and with the local DBs. These procedures are discussed in
Section 3.3.5.2.7, Synchronization Between Primary and Backup MRDBs, and Section 3.3.5.2.8,
Synchronization Between LRDB and MRDB.

In both the HR and CCA applications, the Search requests serve real-time UC call setup.
Therefore, the response times are important.

AUX-001530 [Required: LRDB, MRDB, Backup MRDB] The LRDB, MRDB, and Backup
MRDB’s processing time for an LDAP Bind request shall not exceed 2 milliseconds (ms). This
time excludes the round-trip network delays as the Bind requests from (and Bind responses to)
the SCs and SSs transit the Defense Information Systems Network (DISN).
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AUX-001540 [Required: SC, SS, LRDB, MRDB, Backup MRDB] The total LDAP Bind
connect time, including all the following time intervals plus DISN transit time, shall not exceed
20 ms:

a. Initializing the LDAP port at the SC or SS.
b. Preparing the Bind request at the SC or SS.

c. Processing the LDAP Bind request at the Database (authenticating the LDAP Username
and password).

d. Preparing the Bind result at the LRDB, MRDB, or Backup MRDB.
e. Processing the Bind result at the SC or SS.

NOTE: The 20 ms limit on LDAP Bind connect time is not applicable for tactical
deployments, nor when network transit includes a satellite hop.

AUX-001550 [Required: LRDB, MRDB, Backup MRDB] The LRDB, MRDB, and Backup
MRDB’s processing time for an LDAP Search request shall not exceed 10 ms. This time
excludes the round-trip network delays as the Search requests from (and Search responses to)
SCs and SSs transit the DISN.

AUX-001560 [Required: LRDB, MRDB, Backup MRDB] The LRDB, MRDB, and Backup
MRDB’s processing time for an LDAP Update request (Add, Modify, or Delete) shall not exceed
100 ms. This time excludes the round-trip network delays as the Update requests from (and
Update responses to) SCs transit the DISN.

3.3.5.2.4.1 LDAP Directory Considerations

Indexing of LDAP servers reduces search times by facilitating the location of the entry without
having to check every single entry for a match. Index tuning is a recommended tool that a
database vendor could provide to improve performance.

Other factors that affect the performance of the database server and the processing time of a
query include (a) the layout of the DIT and (b) the complexity of the Search request. The LDAP
applications will perform better if simple operations are used as much as possible. Therefore,
Search requests should ask only for the attributes needed and not retrieve all attributes from
every entry, because doing so would slow the database processing significantly.

Some ideas for improving LDAP performance include the following practices:

o Flat directory trees yield quicker response times than deep ones:
— One-level searches are recommended.

— Simple search filters (exact filters) should be used more frequently than wildcard filters.
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AUX-001570 [Optional: LRDB, MRDB, Backup MRDB] In the design of the LRDB and
MRDB DIT, frequently accessed Database entries shall be placed closer to the root of the dc=uc
tree to help speed access to the different Database entries and their attributes.

AUX-001580 [Optional: SC, SS] SC and SS Search requests launched to the LRDB, MRDB,
and Backup MRDB shall be optimized to search only for the necessary CCA and HR data and to
reduce the use of wildcard filters that return multiple Database entries.

3.3.5.2.4.2 Data Caching

One means of boosting query throughput is to implement a memory cache for frequently
retrieved data, since typically accessing the memory cache is faster than accessing a hard disk.
Caches can be implemented at the client site (in this case at the SC or SS) or at the server
(Database) site.

AUX-001590 [Conditional: SC, SS] When Database response caching is supported, the SC and
SS shall implement storage buffers that are capable of supporting LDAP entry caches. This
capability shall be configurable; the caching or buffering option shall be turned on or off as
needed.

AUX-001600 [Conditional: SC, SS] When Database response caching is supported, the SC and
SS shall be able to support caching at a minimum of 300 entries/records. The maximum amount

of record storage (the cache size) shall be settable by DISA, based on Database utilization trends.
The required memory cache size shall be provisioned accordingly.

AUX-001610 [Conditional: SC, SS] When Database response caching is supported, if the entry
is not found in the cache, then the SC or SS shall route the Search request to the LRDB.

AUX-001620 [Conditional: SC, SS] If Database response caching is supported, then the cache
retention period shall be settable in increments of 30 minutes and shall not exceed 48 hours.
When the cache retention period expires, the contents of the cache shall be cleared/purged.

The term “cache retention period” applies to individual entries in the cache, and not to the set of
cache entries as a whole. For example, if the cache retention period is 30 minutes and an
individual cache entry has been in the cache for 30 minutes, then the individual cache entry
should be purged. This does not mean that the whole set of cache entries should be purged every
30 minutes.

While caching offers the advantage of improving throughput, the common disadvantage is the
possibility of aged data. Therefore, the network administrators, with the assistance of the vendor,
should inspect the cache periodically to determine the ideal expiration time, and tune the
contents of the cache accordingly.
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3.3.5.2.5 Failover Procedures

Under normal operations, the SC communicates the LDAP Updates directly to the Primary
MRDB. The Backup MRDB is synchronized with the Primary MRDB periodically to be able to
stand in for the Primary MRDB when the latter experiences downtime.

The SCs will maintain communication with both the Primary and Backup MRDBs via periodic
“keep-alive” messages. Lack of response from an MRDB will indicate to the SC that the MRDB
is potentially experiencing a failure. Procedures are described in this section’s requirements to
help (1) minimize loss of update information intended for the MRDB, (2) automatically redirect
the Update requests to an available MRDB, and (3) alert network personnel of the failed MRDB.

After the Primary MRDB has been repaired, the MRDB DBA will be able to initiate transfer of
the downtime SC Update transactions from the Backup MRDB to the Primary MRDB. The
administrator should ensure that the Primary MRDB is not returned to service (i.e., not re-
connected to the SCs that it serves) until its data records are updated. Once the Primary MRDB is
returned to service, each SC craftsperson should be able to reconnect their SC to that MRDB.

Each SC should automatically redirect its DB Update traffic (LDAP Add, Modify, and Delete
messages) from the Primary MRDB to the Backup MRDB when the Primary MRDB fails. But
the restoration of SC “DB Update” traffic from the Backup MRDB to the Primary MRDB
requires SC craftsperson involvement, since the restoration of the Primary MRDB requires DBA
involvement.

The SCs and SSs will maintain communication with Primary and Secondary LRDBSs via periodic
keep-alive messages. Lack of response from an LRDB will indicate to the SC or SS that the
LRDB is potentially experiencing a failure. A set of procedures are described in this section’s
requirements to help (1) realize the cost savings of the Commercial Cost Avoidance feature, (2)
reduce call setup delays for the HR feature, and (3) automatically redirect the Search requests to
an available Database for prompt processing.

NOTE: The SCs exchange keep-alive messages with all DBs (MRDB, Backup MRDB,
and LRDB). The SSs exchange keep-alive messages with the LRDBs only.

AUX-001630 [Required: SC, SS] The SC or SS shall use keep-alive messages to verify that the
MRDB (or the Backup MRDB) and the LRDBs are available.

a. The frequency of the keep-alive messages shall be settable (Timer Ta) by the SC and SS
administrators based on traffic volumes, with a default of Ta= 5 minutes.

b. The value of Ta shall range from 0-30 minutes and shall be settable in increments of
5 minutes.

AUX-001640 [Required: SC, SS] The keep-alive messages sent from the SC or SS to the
LRDB or MRDB shall consist of the following sequence:
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a. Bind request. (If a previous Bind request is still in effect and has not expired, then a new
Bind request shall not be sent.)

b. Search request on a predetermined LDAP Distinguished Name (DN).

When a new Bind request is sent, upon receiving a successful Bind response with resultCode = 0,
the SC or SS shall issue a Search request for a predetermined LDAP DN.

When a previous Bind request is still in effect and has not expired, the SC or SS shall issue a
Search request for a predetermined LDAP DN.

It is expected that the LDAP DN selected by the SC/SS administrator for these preset keep-alive
messages will always be populated in each LRDB and MRDB, to avoid keep-alive failure errors.

When the SC or SS receives a Search response message indicating that the entry is found, the
keep-alive message is considered successful, and the SC or SS shall complete the operation and
shall reset Ta.

The SC or SS shall also reset Ta after each successful LDAP Request/Response exchange
(Search, Add, Modify, or Delete) between the SC or SS and the target LRDB or MRDB.

AUX-001650 [Required: SC, SS] The SC or SS shall keep track of the last status (active or
inactive) for each LRDB or MRDB to which it sent a keep-alive message. The status shall
indicate if the Database is functional or is out of service. This status will be used in subsequent
determinations of applying failover procedures.

AUX-001660 [Required: MRDB, Backup MRDB, LRDB] The MRDB, Backup MRDB, and
LRDB shall support the processing of keep-alive messages from the SCs and SSs.

3.3.5.25.1 MRDB Failover

During failover operation, when the Primary MRDB becomes unavailable and the Backup
MRDB becomes the active MRDB, the SCs send their updates (individual or bulk) to the Backup
MRDB, and the Backup MRDB queues these updates for later transmission to the Primary
MRDB (i.e., when the Primary MRDB is restored to service). The Backup and Primary MRDBs
support periodic synchronization procedures to ensure that their data content is consistent.

AUX-001670 [Required: SC] Each SC that accesses the Primary and Backup MRDBs shall
support the configuration of two DISA network IP addresses for those MRDBSs: one for the
Primary MRDB (used when the Primary is active) and another for the Backup MRDB (used
when the Primary has failed).

3352511 Primary Master Down, Backup Master Active

AUX-001680 [Required: SC] If the SC does not receive a response from the Primary MRDB
within 2 seconds of sending a keep-alive message or a valid LDAP message (update or search),
then the SC shall try sending another keep-alive message or resend the same LDAP message.
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AUX-001690 [Required: SC] If no response is received from the Primary MRDB within
5 seconds of the retry attempt, then the SC shall do the following:

a. Stop sending LDAP Updates to the Primary MRDB.
b. Establish, if necessary, an LDAPv3 over TLS connection with the Backup MRDB.

c. If the most recent status of the Backup MRDB is “functional,” then continue with step d.
otherwise, the SC shall withhold any updates and continue sending keep-alive messages
to both Primary and Backup MRDBs until one responds.

d. Send all subsequent LDAP Update operations (additions and deletions of DSN or
commercial number pairs) to the Backup MRDB instead.

e. Continue keep-alive messages with the Primary and Backup MRDBs.

AUX-001700 [Optional: Backup MRDB] The Backup MRDB shall always queue the LDAP
Updates it receives from the SC.

Updates received by the Backup MRDB are most likely to occur during periods of the Primary
MRDB’s unavailability.

AUX-001710 [Required: SC] The SC shall continue sending the LDAP Updates to the Backup
MRDB until it receives a successful response to a keep-alive message from the Primary MRDB.

AUX-001720 [Optional: MRDB] The Primary MRDB shall not send a successful response to
any keep-alive messages until it has been loaded with the queued updates from the Backup
MRDB and/or the SC. This should be ensured by the network personnel performing the
necessary repairs on the MRDB before returning the MRDB back online, after the cause of
failure has been resolved and the Primary MRDB has regained functionality.

AUX-001730 [Optional: LRDB, MRDB, Backup MRDB] The Primary MRDB shall support a
request to transfer the downtime queued update, for a given time period specified by the network
administrator, from the Backup MRDB.

Network administrators and DBAs will return the Primary MRDB to service after all the
“downtime” updates have been integrated in its files successfully. The goal is to ensure that the
Primary MRDB is not placed back in service until it has been updated with the recent
modifications that took place while it was out of service. When the Primary MRDB is ready to
handle requests, the DBA could (a) change the address in the SC from the Backup MRDB to that
of the Primary MRDB, thus redirecting traffic immediately to the Primary MRDB, or (b) wait for
the Primary MRDB to reply to the next keep-alive message from the SC.

AUX-001740 [Required: SC] The SC shall give the SC administrator the ability to change, on
demand, the address to which the SC LDAP updates should be directed.
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AUX-001750 [Required: SC] When the Database address in the SC is reset to the Primary
MRDB, or when the SC receives a successful response to the keep-alive message from the
Primary MRDB, the SC shall do the following:

a. Stop sending LDAP Updates to the Backup MRDB.

a. Reestablish an LDAPv3 over TLS connection with the Primary MRDB.

b. Resume sending LDAP Updates to the Primary MRDB.

c. Continue sending keep-alive messages to the Primary and Backup MRDBs according to
Timer Ta.

AUX-001760 [Required: Backup MRDB] During failover (when the Primary MRDB is out-of-
service and the Backup MRDB stands in), authorized DISA personnel (craftspeople, network
managers, DBA) shall be able to access the Backup MRDB and perform LDAP Search
operations, LDAP Update operations, and LDIF file imports on it.

It is expected that the Backup MRDB will be capable of handling the LDAP Update traffic load
during failover conditions.

3.35.25.1.2 Primary Master Down, Backup Master Down

Although unlikely, it is possible that the Backup MRDB would do one of the following:
e Be down already when the Primary MRDB fails.

e Experience a failure shortly after it starts to stand in for the Primary MRDB.

AUX-001770 [Required: SC] During failover mode to the Backup MRDB, if the SC does not
receive a response from the Backup MRDB within 2 seconds of sending a keep-alive message or
an LDAP Update request, then the SC shall retry sending the message to the Backup MRDB.

AUX-001780 [Required: SC] If no response is received from the Backup MRDB for the retry
message within 5 seconds (i.e., both Primary and Backup MRDBs are now out of service), then
the SC shall do the following:

a. Report alarms for a critical error to the network administrator.
b. Queue subsequent LDAP Update operations.

c. Initiate Ta and continue sending keep-alive messages to both Primary and Backup
MRDBs until it receives notification that either the Primary or Backup MRDB has been
restored to service.

AUX-001790 [Optional: SC] While both the Primary and Backup MRDB are down, the SC
shall maintain a log of the LDAP Updates that it tried to send to the Primary and Backup
MRDBs. The log shall contain the address of the destination Database, timestamps, target LDAP
DN, and Update transaction.
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The log will serve as a reference for audits.
3.3.5.25.2 LRDB Failover

Each theater is expected to have one or more LRDBs serving the HR or Commercial Cost
Avoidance LDAP Search requests from the SCs or SSs. In that topology, the LRDBs are
expected to act as potential backups for each other. If an LRDB (e.g., Database #1) fails, then the
SC will reroute LDAP requests destined for Database #1 to another LRDB (e.g., Database #2),
defined here as the “Secondary.” The rerouting continues until Database #1 is returned to
service.

AUX-001800 [Required: SC, SS] Each SC or SS that accesses LRDBs shall support the
configuration of two DISA network IP addresses for those Routing DBs: one for a Primary
LRDB and another for a Secondary LRDB (used when the Primary has failed).

As noted in Section 3.3.5.2.5, Failover, each SC and SS shall use an independent Timer Ta to
schedule sending the keep-alive messages to its Primary and Secondary LRDBSs.

3.35.2521 Primary Local Down, Secondary Local Active

AUX-001810 [Required: SC, SS] If the SC or SS does not receive a response from the Primary
LRDB within 0.5 seconds of sending a keep-alive message or an LDAP Search request, then the
SC or SS shall send another keep-alive message or resend the same LDAP Search request.

AUX-001820 [Required: SC, SS] If no response is received from the Primary LRDB for the
retry message within 0.5 seconds, then the SC or SS shall do the following:

a. Stop sending LDAP Search requests to the Primary LRDB.
b. Redirect the LDAP Search requests to the Secondary LRDB immediately.
c. Continue keep-alive messages with the Primary and Secondary LRDBs.

d. If the most recent status of the Secondary LRDB is “functional,” then continue with
step ¢ of AUX-001790. Otherwise, the SC or SS shall utilize commercial number routing
instead of performing Commercial Cost Avoidance, and utilize internal SS routing tables
instead of performing HR.

AUX-001830 [Required: SC, SS] The SC or SS shall continue sending the LDAP Search
operations to the Secondary LRDB until it receives a successful response to a keep-alive
message from the Primary LRDB.

When the Primary LRDB is restored from “out-of-service” to “in-service,” the Primary LRDB
should not send a successful response to any keep-alive messages from SCs or SSs until it has
been updated with the latest data from the MRDB. This should be ensured by the network
personnel performing the necessary repairs on the Primary LRDB before returning the Primary
Database back online.
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AUX-001840 [Optional: LRDB, MRDB, Backup MRDB] The Primary LRDB shall be able to
request a partial synchronization from the MRDB, specifying the start time as that time the
Database went out of service. The MRDB (or Backup MRDB) shall support that request.

Network administrators or DBAs should return the Primary LRDB to service after all
“downtime” updates from the MRDB have been integrated successfully in its files. The goal is to
ensure that the Primary LRDB is not returned to service until it has been updated with the recent
MRDB modifications that took place while it was out of service. When the Primary LRDB is
ready to handle Search requests, the SC and SS administrators could (a) change the address in
the SCs and SSs from the Secondary LRDB to that of the Primary LRDB, thus redirecting traffic
immediately to the Primary LRDB or (b) wait for the Primary LRDB to reply to the next keep-
alive message from each SC and SS.

AUX-001850 [Required: SC, SS] The SC and SS shall give the SC and SS administrators the
ability to change the address, on demand, to which the SC and SS Search requests should be
directed.

AUX-001860 [Required: SC, SS] When the LRDB address in the SC or SS is reset to the
address of the Primary LRDB, or when the SC or SS receives a successful response to the keep-
alive message from the Primary LRDB, the SC or SS shall do the following:

a. Stop sending LDAP Searches to the Secondary LRDB.
b. Resume sending LDAP Searches to the Primary LRDB.

c. Continue sending keep-alive messages to the Primary and Secondary LRDBs according
to Timer Ta.

It is expected that the Secondary LRDB will be capable of handling the LDAP Search traffic
load during failover conditions.

3.35.25.2.2 Primary Local Down, Secondary Local Down

Although unlikely, it is poss